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1 INTRODUCTION

1.1 Scope

The purpose of this document is to describe inilddia features and functions of the ACS Smart Card
Operating System Version 5.0 (ACOS5) developed thyaiced Card Systems Ltd.

1.2 Features
ACOS5 provides the following features:

Compliance with ISO 7816 Parts 1,2,3,4,8,9
High baud rate switchable from 9600 to 115,200bps.
32K of EEPROM memory for application data.

Supports ISO7816 Part 4 file structures: Transpgatenear fixed, Linear Variable, Cyclic.
DES / Triple DES / AES / RSA capability.

Mutual Authentication with Session Key generation.

Multilevel secured access hierarchy.

Anti-tearing done on file headers and system in&drom.

1.3 Abbreviations

3DES
AMB
AMDO
APDU
ATR
DES
DF
EEPROM
EF
EF1
EF2
ISO
FCP
FDB

Triple DES

Access Mode Byte

Access Mode Data Object

Application Protocol Data Unit

Answer To Reset

Data Encryption Standard

Dedicated File

Electrically Erasable Programmable Read-Q®tdynory
Elementary File

PIN File

KEY File

International Organization for Standardization
File Control Parameters

File Descriptor Byte

Advanced Card Systems Ltd. ONFIDENTIAL Page 4 of 73
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LCSI
LSb

LSB
MAC

MF

MSb
MSB

FU

SAC
SAE
SCB
SCDO
SE

SFI
SM-MAC
TLV
uQB

Life Cycle Status Integer
Least Significant Bit

Least Significant Byte
Message Authentication Code
Master File

Most Significant Bit

Most Significant Byte
Reserved for Future Use
Security Attribute — Compact
Security Attribute — Expanded
Security Condition Byte
Security Condition Data Object
Security Environment

Short File Identifier

MAC for Secure Messaging

Tag-Length-Value

Usage Qualifier Byte

1.4 Anti Tearing

ACOSS5 uses an Anti Tearing mechanism in order étept card from data corruption due to card tearing
(i.e., card suddenly pulled out of reader durinthdgodate, or reader suffer mechanical failurerduciard
data update). On card reset, ACOS5 looks at theTAgatring fields and does the necessary data regove
In such case, the COS will return the saved daits tariginal address in the EEPROM.

1.5 Card Life Stages

Pre-Perso Stage

\ 4

Perso Stage

\ 4

User Stage

Advanced Card Systems Ltd.
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ACOSS5 has the following card stages:

Pre-Perso Stage- is the initial stage. User is allowed to fredisectly access all of the card’s memory.
The whole card’s memory can be referenced by iysiphl address using the READ BINARY or UPDATE
BINARY command.

User can personalize the Card’s Header Block (@dfin section 8) as he wishes; this also includatne
patches. Card remains in this state as long assMBticreated.

Perso Stage- card goes into this stage once the MF is suadssfeated from the previous stage. User
can no longer directly access the card’'s physi@ahory. User can create and test files under thea®iF
in Operational Mode.

Card can go back to Pre-Perso Stage by deletinglEnéDELETE FILE command). Card will go to User
Stage if any file is activated, causing the MFgny of its descendants) to be undeletable due tdHDE
FILE security settings.

User Stage- is equivalent to the card’s Operational Modes ihwhere all of the card’s settings (security,
file organizations, etc.) take effect.

Advanced Card Systems Ltd. ONFIDENTIAL Page 6 of 73
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2 ANSWER TO RESET

After a hardware reset (e.g. power up), the canalsimits an Answer-to-Reset (ATR) in compliance with
ISO7816 part 3, and it follows the same formathas of ACOS2. ACOS5 supports the protocol type T=0
in direct convention. The following is the defa@lfR. For full descriptions of ATR options see 13816
part 3.

Parameter | ATR | Description

TS 3B Direct Convention.

T0 BE TAl, TB1, TD1 follows with 14 historical clremsters.
TAl 18 Capable of high-speed data transfer.
TB1 00 No programming voltage required.
TD1 00 No further interface bytes follow.

T1 41 Historical Data: Indicates ACOS Card

T2 05 Historical Data: Major version

T3 00 Historical Data: Minor version

T4 00 |)

T5 00

T6 00

T7 00 ) .

T8 00 >Not used. Compatible with ACO

T9 00
T10 00
T11 00 )

T12 00
$ﬁ gg Not used. Compatible with ACOS2

2.1 Customizing the ATR

ACOS5's ATR can be customized to change card spekdve specific identification information in the
historical string. The new ATR must be compliant$0-7816 Part 3, otherwise the card may become
unresponsive and non-recoverable at the next paper-card reset.

The ATR can be customized in Pre-Perso Stage afatte Use UPDATE BINARY to directly change the
contents of the following memory locations:

EEPROM Memory Valid Values Description
Location
30B4 11h - 9600 bps Indicates the card’s baud rate in TA1
18h — 115200 bps
30B5 00 - OF Indicates the length of the customltzstbrical bytes. If set to
0, ACOSS5 will use the default historical string
30B6 — 30C4 Any value Customized historical data
For Example:

To change the card’s ATR to 3B B5 11 00 00 AA BB BD EE 90 00:

; Set the speed to 9600, historical length to 8, tastorical bytes: AA BB CC DD EE
<00D603B407 1105 AABBCCDDEE

> 9000

; Power up the card, new ATR will take effect

Advanced Card Systems Ltd. ONFIDENTIAL Page 7 of 73




ACOS5 Smart Card Reference Manual version 0.4 February 2006

3 FILE SYSTEM

3.1 Hierarchical File System

ACOSS5 is fully compliant to ISO 7816 Part 4 filessgm and structure. The file system is very sintda
that of the modern computer operating system. rébeof the file is the Master File (of MF). Each
Application or group of data files in the card dancontained in a directory called a Dedicated (BIE).
Each DF or MF can store data in Elementary Fild3.(E

The ACOSS5 allows arbitrary depth DF tree structufbat is, the DFs can be nested. Please sethe f
below.

Ce D T (=D
/®/x\‘

@k/ DF DF Application DF

DF

Files of an application

Files of an application

EF

V

= NG

3.2 File Header Data

ACOS5 organizes the user EEPROM area by files.\Bilerhas a File Header, which is a block of data
that describes the file's properties. Knowledgtheffile header block will help the application dper
for file creation and accurately plan for the usafjthe EEPROM space. The File Header Block cossi

the following fields:

File Header Number of bytes Applies to
File Descriptor Byte 1 MF / DF / EF
Data Coded Byte 1 MF / DF | EF
File ID 2 MF / DF | EF
File Size 2 EF

Short File Identifier (SFI) 1 MF / DF / EF
Life Cycle Status Integer (LCSI) 1 MF / DF | EF
Security Attribute Compact Length 1 MF / DF | EF
Security Attribute Expanded Length 1 MF / DF / EF
DF Name Length / First Cyclic Record 1 MF / DF | EF
Parent Address 2 MF / DF / EF
Checksum 1 MF / DF / EF
Security Attribute Compact (SAC) 0-8 MF / DF / EF
Security Attribute Expanded (SAE) 0-32 MF / DF
Security Environment File 1D 2 MF / DF
FCI File ID 2 MF / DF

DF Name 16 max MF / DF

Advanced Card Systems Ltd.
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The subsequent sections will describe each itetinarneader.

3.2.1 File Descriptor Byte (FDB)
This field indicates the file’'s type. It can have following values:

b7 b6 | b5 b4 b3 |b2 bl bO| Hex| File type

0O 0] 1 1 1| 1 1 1 3F| MF

0O 0|1 1 1/ 0 0 O 38| DF

O 0, 0 O O - - - - | Working EF

O 0O, 0 O O] O 0 1 01 Transparent (binary) EF

O o0 O O] O 1 0 02 Linear Fixed EF

O o0 O O0] 12 0 0 04 Linear Variable EF

0O 0] 0 0 o0f 1 1 0 06 Cyclic EF

0 0 0 0 1 - - - - | Internal EF

O 0| 0 ©O 1| 1 0 0 ocC Internal Linear Variable EFK&Y EF)
O 0| 0 O 1| 1 1 0 OE Internal Cyclic EF (Purse EF)

The size of the File Header block varies dependimthe file type. Other values of FDB are considere
invalid.

3.2.2 Data Coded Byte (DCB)
ACOS5 does not use this field. It is part of tleader to comply with ISO-7816 part 4.

3.23 FilelID

This is a 16-bit field that uniquely identifiesitefin the MF or a DF. Each file under a DF (or MRust be
unique. There are a few pre-defined File ID'seyare:

3F00 - Master File
3FFF - Current DF
FFFF - RFU
A file cannot have an ID of 3FFF and FFFF.

3.2.4 File Size

This is a 16-bit field that specifies the sizelwd file. It does not include the size of the fikader. For
record-based EF's, the 1st byte indicates the mawinecord length (MRL), while the 2nd indicates the
number of records (NOR). For non record-based E&n@parent EF), the 1st byte represents the high by
of the file size and the 2nd is the low-order byger MF and DF's, this field is not used.

3.2.5 Short File Identifier (SFI)

This is a 5-bit value that represents the file'sr6iD. ACOS5 allows file referencing through SFhe last
5 bits of the File ID does not necessarily havmatch this SFI. 2 files may have the same SFI uadegf.
In such case, ACOS5 will select the one createstl fir

Advanced Card Systems Ltd. ONFIDENTIAL Page 9 of 73
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3.2.6 Life Cycle Status Integer (LCSI)

This byte indicates the life status of the filedagined in ISO7816 part 4. Each file, MF/DF/EF,ulb
have a LCSI bye. In the MF's LCSI, the byte wiitdrmine the card’s overall life cycle statuscadh have
the following values:

b8 b7 b6 b5|b4d b3 b2 bl| Hex Meaning
0O 0O O 0] 0O oO - 1 03 Creation / Initialization stédefault)
O 0O O 0] 0 1 - 1| 05o0r07 Operational state — atdiva

O 0 O 0] 0 1 - 0| O4or06 Operational state — deaietd

O 0o o o0 1 1 - -| OC to OF Termination state

In Creation / Initialization states, all commandghe file will be allowed.IMPORTANT: After
personalization, it is important to ACTIVATE theef to bring the card to operational state. Thik w
enforce each file’s security conditions.

In Activated state, commands to the file are alldwaly if the file's security conditions are met.

In Deactivated state, only most commands to tleedfie not allowed except SELECT FILE, ACTIVATE
FILE, DELETE FILE, and TERMINATE DF/EF.

In Terminated State, all commands to the file wilt be allowed.

Creation / Initialization

Activate File
\
Activated
Activate File Deactivate File Terminate File
\
Deactivated | g Terminated

3.2.7 Security Attribute Compact Length (SAC Len)
This byte indicates the length of the SAC structhed is included in the file header below.

3.2.8 Security Attribute Expanded Length (SAE Len)
This byte indicates the length of the SAE structhe is included in the file header below.

3.2.9 DF Name Length / First Cyclic Record

If the file is a DF, this field indicates the lehgif the DF's Name. If the file is a Cyclic EF dfiield holds
the index of the last-altered record. Otherwisks, fikeld is not used.

3.2.10 Parent Address
2 bytes indicating the physical EEPROM addresseffile's parent DF.

Advanced Card Systems Ltd. ONFIDENTIAL Page 10 of 73
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3.2.11 Checksum

To maintain data integrity in the file header, @dksum is used by the COS. It is computed by XQjRaih
the preceding bytes in the header. Commands te wili not be allowed if the file is found to haae
wrong checksum.

3.2.12 Security Attribute Compact (SAC)

This is a data structure that represents secuitgitions for certain file actions. The data iseddn an
Access Mode / Security Condition (AM/SC) structasedefined in ISO-7816. The maximum size of this
field is 8 bytes. See Section 4.1.1 for more imfation.

3.2.13 Security Attribute Expanded (SAE)

This is a data structure that represents secusitditions for certain card or application (diregfoactions
and is present in the either MF/DF. The data isedddifferently from SAC, and is also defined in ISO
7816. The maximum size of this field is 32 byt&ee Section 4.1.2 for more information.

3.2.14 SE File ID (for DF only)

For DF, this field is made up of 2 bytes containiing File ID of one of its children. That file iséwn as
the Security Environment File, which is processedrnally by the COS.

3.2.15 DF Name (for DF only)

For DF, this field is the file's Long Name. Fileancbe selected through its long name - which camphe
16 bytes.

3.3 Internal Security Files

The behavior of the COS will depend on the contehthe security-related internal files. TypicallyDF
should have: (1) a Key File to hold PIN codes (mefe to as EF1) for verification, (2) a Key Fileltold
KEY codes (referred to as EF2) for authenticataond (3) an SE file to hold security conditions and
templates.

A Key file is an Internal Linear Variable file. dhay contain (1) PIN data structure or (2) KEY data
structure.

3.3.1 PIN Data Structure

The PIN is used for VERIFY command. The file thahtains PIN records must have an SFI of 1. Thes fil
will be referred to as EF1. Each PIN record hasfefiowing structure:

| PIN Identifier Byte | Error Counter | PIN
Byte 1 1 16 (max)

PIN Identifier Byte: PIN Identifier Byte identifsethe PIN number and other options:

b7 | b6 | b5 | b4 b3 b2 bl b0O| Description

1 - - - - - - - | The PIN is valid and activated
- - - - - - - | RFU

- - - - - - - - | RFU

- - - X X X X X | PIN Identifier

Advanced Card Systems Ltd. ONFIDENTIAL Page 11 of 73
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Error Counter: The error counter limits the number of consecutinsuccessful attempts of PIN
submission. This byte is split into two parts.eTow nibble indicates the allowed number of re&trie
(CNTaiowed and the high nibble indicates the number of estteft CNTremaining-

b7 | b6 | b5 | b4 b3 | b2 | b1 | bo

CN-I-Remaininq CNTAIIowed

Each unsuccessful attempt will decrem@NTremaining A successful submission of the PIN number will
reset the&CNTremaining!0 theCNTawes If the lower nibble reaches zero, then the Rl cked and further
PIN submission is not possible.

If the error counter is OXFF, then the error courgaot used and the PIN allows for unlimited nembf
retries. Hence, the maximum number of retries sbiounlimited is 14 or Ox0OE.

PIN: The PIN code whose length is between 1 and 1&sbyt

3.3.2 Key data structure

Keys are used for authentication commands. ThkeHit contains the key records must have an SEl of
This file will be referred to as EF2. Each KEY oett has the following structure:

Key ID Key Type Key Info Algorithm Key
Reference
Byte 1 1 lor2 1 8or 16

Key ID: The five LSb’s uniquely identifies a key reconflthe MSb = 1, the current key record is valid,
else it is invalid and cannot be used.

Key Type: This byte indicates the key's capabilities; arst &lls the OS how to interpret the Key Info
field.

Bit Description

b7 —b2 | RFU
bl Key is capable of internal authentication, Kefplcontainaisage counter.
b0 Key is capable of external authentication, K&y lcontainserror counter.

Key Info: This field depends on the Key Type field. It ins Retry or Usage Counter(s) of the key.
Depending on the Key Type field’s bits, this figlll hold the following:Internal Authentication Usage
Counter(2 bytes) and External Authentication Error Courffiebyte).

The Internal Authentication Usage Counter can litm& number of times a key can be used for Internal
Authentication. Each execution attempt of the rablitwithentication procedure will decrement the esag
counter. When the counter reaches zero, the kép&dome invalid. The counter is two bytes allogva
counter up to 65,534 (OXFFFE). If the counterdiBRFF, then the usage of the key is unlimited.

The External Authentication Error Counter works siaene as PIN Error Counter.
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Key Algorithm Reference: this byte indicates what cryptograph algorithm kiey is capable of:

5

n | wn W
2(2|2|2|2 |y 4t
r |l || x| ] Ul u
1 1] 1] 1 1] 1] 1 :‘
m|@|@m|&a|R|&|@|g |Value| Description
0 0 0 0 0 0 0 0 00 Key can be applied on 3DES dB8 A
0 0 0 0 0 0 0 1 01 Key can be applied on 1DES a&8 for 1DES, only 18
bytes of key is used)
0 0 0 0 0 0 1 X | 02-03] Key can be applied on AES onl
0 0 0 0 0 1 0 0 04 Key can be applied on 3DES only
0 0 0 0 0 1 0 1 05 Key can be applied on 1DES only
06-FF | Undefined

Key: The key whose length must be 8 (1DES) or 16 (3DESES) bytes.

3.3.3 Security Environment File

A Security Environment (SE) File is an Internal &am Variable EF that stores SE templates. Everyh&d¥
a designated SE FILE, whose file ID is indicatethi@ DF's header block. An SE file can have upbto 1
records; each record can have any of the follod@gtemplates:

Tag Description

80 SE identifier — this ID is referenced to by 8@ byte(s) of a file’'s SAC or SAE
A4 Authentication Template — this determines ifagtion is to be allowed by COS
B4 Cryptographic Checksum Template

B8 Confidentiality Template

B6 Digital Signature Template

AA Hash Template

3.3.4 Asymmetric Key EF

Asymmetric key files will store public and privateys of RSA information. Each file will contairkay
and follows this format:

Byte

Size Description

1

1 Key type:

00=Public;

01=Private non CRT

03=Private CRT

05=Private non CRT, capable of decipher (privagoeentiation)
07=Private CRT, capable of decipher (private exptagon)

1 Key Length:

04 for 512-bit key (64 bytes)

08 for 1024-bit key (128 bytes)
10h for 2048-bit key (256 bytes)

2 File ID of Key Pair
If the Key is public, then this field points to th&ID of its private key partner.
If the Key is private, then this field points taetEFID of its public key partner.
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5 1 Flags — There are two flags in the asymmetricfile occupying bit 0 and bit 1 of this

byte:

this completed key.

b0 — Key file complete flag. Specifies if this Kegs been completely loaded.

bl — Key file validated. Specifies a trial encigptand decryption has been done using

6 Variable | Public key type

Private key type

Private CRT kegyety

e[8]
N [64, 128, or 256]

d [64, 128]

p[32, 64, or 128]
g[32, 64, or 128]
dp[32, 64, or 128]
dq[32, 64, or 128]
glnv[32, 64, or 128]

The flag Key file complete is used to specify i tkey has been completely loaded. In commanddlike
KEY, each part of the key (RSA Private CRT keydsample) cannot be loaded all at once from the
limitation of the ISO-in command of 255 bytes. Téfere, we need to load it part by part. Only aétk5
parts of the Private CRT key is loaded wouldKley file completdlag be set.

Once thecompletdlag is set and if the Key Pdield is specified with the counterpart’s key paamplete
flag set. The card will perform a trial encryption the keys. It will pick a random numbfyza < N,
encrypt it using the public key file, then decrytpising the private key file to ensure the matghiey set

works.
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4 SECURITY

File commands are restricted by the COS dependirihetarget file's (or current DF's) security Asse
Conditions. These conditions are based on PINK&Y5s being maintained by the system. Card
Commands are allowed if certain PINs or KEYs atensitted or authenticated.

Global PINs are PINs that reside in a PIN EF (Ehdgctly under the MF. Likewise, local Keys are KEY
that reside in a KEY EF (EF2) under the currengfested DF. There can be a maximum of: 31 Global
PINs, 31 Local PINs, 31 Global Keys, and 31 Local&at a given time.

4.1 File Security Attributes

Each file (MF, DF, or EF) has a set of securityilatites set in its headers. There are two typegodrity
attributes Security Attribute Compact (SAC) and8gyg Attribute Expanded (SAE).

4.1.1 Compact (SAC)

The SAC is a data structure that resides in edehlfindicates what file actions are allowed ba file,
and what conditions need to be satisfied for eatiora It starts with the AM byte, followed by S@tb(s).
The AM byte is bit- coded as follows:

b7 b6 b5 | b4 b3 b2 bl b0
For DF Not used Delete Self  Terminate Activate DeactivateCreate DF Create EF  Delete child
For EF Not used Delete Self  Terminate Activate Deactivate - Update Read
For Key Not used Delete Self  Terminate Activate DeactivatMSE / PSO Put data Get datg
For SE Not used Delete Self TerminatT Activate Deactivate MSE MSE store / Read
restore delete

The number of "1" bits in the AM byte determines tltumber of SC byte(s) that follow. Bits that abg "
imply that the associated action to the file hagordition (free). Bits with "1" means that a cepending
SC byte exists in the SAC, and that the assoced#dn is allowed only if the SC condition is shéd.
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The SC byte is interpreted as follows:

b7(b6 b5 b4 | b3 b2 bl b0O| Hex Meaning

0Ol0 O 0 0O O 0 O 00| Nocondition (allow always)

111 1 1 1 1 1 1 FF| Never

. - 0O 0 0 o RFU

- |- - - Not all equal Security environment ideietif(SEID byte) from one to fourteen
. - 1 1 1 1 RFU

0] - - - - - - - At least one condition

1] - - - - - - - All conditions

-1 - - - - - - Secure messaging

The SE record is found in the SE file - whose IBpgcified in the current DF's header. If the 3&if not
found, or has incompatible file attributes (intdrb®, MRL, NOR, etc.), then the command is denied.

Example: a DF with SAC of7D 02 03 04 FF FF O2neans:
AM: 7D -> has 6 "1" bits (01111101), 6 SC byteddw/; all file actions except "create child EF" isepent,
"create child EF" is therefore free;

SC: 020304 FFFF 02
- allow Delete Self if SE#2 is satisfied
allow Terminate if SE#3 is satisfied
allow Activate if SE#4 is satisfied
do not allow Deactivate
do not allow Create child DF
allow Delete Child DF if SE#2 is satisfied

4.1.2 Expanded (SAE)

The SAE is a data structure that resides in eachil®Reader. It tells the COS whether or not lowlfile
commands to proceed. SAE is more general compar8AC€. The format of SAE is an access mode data
object (AMDO) followed by one or more security cdrah data objects (SCDO).

<AMDO;><SCDQ> <AMDO,><SCDQ> ... <AMDO,><SCDQ>

The COS will check if the command (APDU) falls untlee SAE’'s <AMDG> if it does it will check the
corresponding <SCD®.

AMDO: The value field of this data object specifies ¢tbenmand description: CLA INS P1 P2. The low
nibble of the TAG indicates which command bytesofv:
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b7 | b6 b5 b4 | b3 b2 bl bO Meaning

110 0 O x x x x| Thecommand description includes
1|0 0 0|1 - - - CLA

1/10 o0 oOf - 1 - - INS

1|0 0 0| - - 1 - P1

110 o of- - - 1 P2

SCDO: May have the following Tags (and Length):

Tag Length Value Meaning

90 00 - Allow

97 00 - Never

9E 1 SC Byte SC Byte the same as SAC

A0 Var. SC DO One or more SC DO follows where astel

condition is met
AF Var. SC DO One or more SC DO follows where all
conditions are met

Example 1: An SAE 0f:86 02 22 F2 97 Ofneans:
<AMDO>: 86 02 22 F2 -> command with INS=22 and FR2=

<SCDO>: 97 00 -> never
Hence, the SAE tells the COS not to allow APDU cands with INS=22 and P1=F2 in the current DF.

Example 2 An SAE of:84 01 22 AF 06 83 01 81 95 01 @&ans:

<AMDO>: 84 01 22 -> command with INS=22

<SCDO>: AF 06 83 01 81 95 01 08 -> allow commanddal PIN #81 is submitted

Hence, the SAE tells the COS to allow commands iN®=22 only if the local PIN#1 is verified.

* In ACOSS5, if one <AMDO> matches the command APk COS will not check the succeeding
<AMDO>'s.

4.2 Security Environment

Security conditions are coded in an SE File. EX@fyhas a designated SE FILE, whose file ID is iatkd
in the DF's header block. Each SE record has flening format:

<SE ID Template> <SE DO Template>

4.2.1 SE ID Template

The SE ID Template is a mandatory data object whakee states the identifier that is referencedthiey
SC byte of the security file attributes. The Ta@x80 with the length of Ox01.

4.2.2 SE DO Template
An SE DO template can be any of the following:

Template Tag | Description

Authentication Template (AT) A4 Stores conditioni®) a file action

Cryptographic Checksum Template (CCT) B4 Specifiparameters for PSO or Secure Messaging
Authenticity
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Confidentiality Template (CT)

B8

Specifies parametefor PSO or Secure Messagi
Confidentiality

Digital Signature Template (DST)

B6

Specifies pagtars for RSA-related PSO commands

Hash Template (HT)

AA

Specifies parameters for hratdted PSO commands

In the templates below there will be the followiinglds:

Algorithm Reference with respect to DO template:

Value | Mode of operation AT HT| CCT DST CTt CT-
(hex) sym | asym

00 ECB cipher with 3DES X

01 ECB cipher with 1DES X

02 CBC cipher with 3DES X

03 CBC cipher with 1DES X

04 ECB cipher with AES X

05 ECB cipher with AES X

06 CBC cipher with AES X

07 CBC cipher with AES X

10 RSA with PKCS#1 Signature X X

mechanism
11 RSA with no padding (raw) X X
20 SHA-1 hash X

Usage Qualifier Byte with respect to DO template:

bit Description

AT | HT | CCT | DST| CT-| CT-

sym | asym
b7 Verification, Encipherment, External authenfmat X X X X X
b6 Computation, Decipherment, Internal authenticati X X X X
b5 Secure messaging in response data. X X
b4 Secure messaging in command data. X X

b3 User authentication using PIN key.

b2 0-RFU

bl 0-RFU

b0 0-RFU

4.2.3 Authentication Template:

The Authentication Template defines the securitydition that must be met for this SE to be satikfidhe
security conditions are either PIN or Key autheattans.

The tag of AT is 0xA4 and its value contains ongeraata objects.
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Tags recognized within AT:

Tag Length | Meaning

83 01 It indicates the identifier of which Key diNPto use. If its MSb is 1, use the Pin or Key fileder
the currently selected DF. Otherwise, use the Pkey file under the MF.

95 01 Indicates what action to perform: Authengoat Verify.

The value of this tag has the following meaning:
bit7 = AUTHENTICATE the referenced key in tag 83
bit3 = VERIFY the referenced PIN in tag 83

Example #1: If the following record is specified in the SHeFi
8001 03 A409830184830181950180
It has the following meaning:

The SE ID is 03 (SE#3).
AT is: A4 09 83 01 84 83 01 81 95 01 80; this corgdwo 0x83 tags inside. This means:
0 1st condition in AT is: 83 01 84 95 01 80 -> alloemmand if local KEY 84 is
authenticated;
0 2nd condition in AT is: 83 01 81 95 01 80 -> alloemmand if local KEY 81 is
authenticated;
SE conditions are referenced by an SC byte (ir5th€ field of the target file). If the SC byte’s
MSb is set, then allow command if both conditiors satisfied. If the SC byte’s MSB is not set,
allow command if at least one condition is satikfie

Example #2:If the following record is specified in the SEéil
8001 05A409830184830101950188
It has the following meaning:

The SE ID is 05 (SE#5).
AT is: A4 09 83 01 84 83 01 01 95 01 88; contaim®Aditions inside it.
0 1st condition in AT is: 83 01 84 95 01 88 -> alloemmand if local KEY 84 is
authenticated AND if local PIN 84 is verified;
0 2nd condition in AT is: 83 01 01 95 01 88 -> allomammand if global KEY 81 is
authenticated AND if global PIN 01 is verified,;
SE conditions are referenced by an SC byte (ir5th€ field of the target file). If the SC byte’s
MSB is set, then allow command if both conditions satisfied. If the SC byte’s MSB is not set,
allow command if at least one condition is satkfie

4.2.4 Cryptographic Checksum Template

CCT defines which parameters to use in computinghfe MAC, which is used in Secure Messaging and/or
PSO. It has the following sub-tags:

Tag Length | Meaning

83 01 It indicates the identifier of which Key teeu If its MSb is 1, use EF2 under the currentlgcted
DF. Otherwise, use the EF2 under the MF.

95 01 Qualifying Byte: bit4 and bit5 indicates thia template can be used in Secure messaging. Bit6
indicates that the template can be used for PSO.
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80 01 Algorithm Reference (excluding AES), pleasferrto section 4.2.1
84 00 If present, this tells ACOSS5 to use the SesKiey as key and ignore tag 83.
87 08 If present, this tells ACOSS5 to use theahiiector; Algorithm Reference must be CBC

4.2.5 Confidentiality Template

CT defines which parameters to use in encryptihgctypting data in Secure Messaging and/or PStasit
the following sub-tags:

Tag Length | Meaning

83 01 It indicates the identifier of which Key teeu If its MSb is 1, use EF2 under the currentlgcted
DF. Otherwise, use the EF2 under the MF.

95 01 Qualifying Byte: bit4 and bit5 indicates thia template can be used in Secure messaging. Bi
indicates that the template can be used for PSO.

80 01 Algorithm Reference, please refer to seati@nl

84 00 If present, this tells ACOSS5 to use the S&sKiey as key and ignore tag 83.

87 08/10 If present, this tells ACOSS5 to use tligginvector; Algorithm Reference must be CBC

81 02 References an Asymmetric key EF to be us®$iD encipher or decipher.

4.2.6 Digital Signature Template
DST defines which parameters to use in asymmegyer&lated operations. It has the following sulstag

Tag Length | Meaning
80 01 Algorithm Reference, please refer to 4.2.1
95 01 Qualifying Byte: bit6 indicates that the téatp can be used in signing / decrypting; and ilke f
referenced is a PRIVATE key EF. Bit7 indicates tihattemplate can be used in verifying
signature / encrypting and the referenced file RUBLIC key.
81 02 References an Asymmetric key EF to be us&$id encipher or decipher.

4.2.7 Hash Template
HT defines which parameters to use in PSO-HASHa# just one sub-tag:

Tag

Length

Meaning

80

01

Algorithm Reference: ACOS5 only supports SH20h)
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4.3 Mutual Authentication

Mutual Authenticatiors a process in which both the card and the cacdfing device verify that the
respective entity is genuine. fession Keis the result of a successful execution of mutuéhentication.
The session key is only valid during@ssion A session is defined as the time after a sufgessecution
of the mutual authentication procedure and a m&Site card or the execution of another mutual
authentication procedure.

4.3.1 Mutual Authentication Procedure

To provide maximum flexibility, ACOS5 uses two difent pairs of DES keys: t&rminal key kand a
card key k&. These pair of keys should both be onboard, laeg both should either be 8 bytes (for single
DES) or both 16 bytes (for triple DES)

A random number generator is onboard ACOS5 to geaecard random numbeRNL, in response of
the GET CHALLENGE command.

Please follow the below diagram for the detailegbstof mutual authenticate procedure.

Terminal ACOS5
GET CHALLENGE
00 84 00 00 09

Generate and return card challejéD-

1. Compute R¢q
Re = ENC (RNDc, k)

2. EXTERNAL AUTHENTICATE

00 82 00K 08 R,
1. Check ifKt index is valid and is capable of
EXT AUTH.

2. Verify if
Re = ENC RN, Ky)

Return 9000 if correct

1. Generate Terminal challenge data RND

2. INTERNAL AUTHENTICATE
00 88 00 k¢ 08 RNDy

1. Compute Ri
Ri = ENC (RNDG, K¢)

2. Return 6108

GET RESPONSEH
00 CO0 00 00 09
Return Ri
Verify if

Ri = ENC (RNDG, K¢)

In the procedure, the encryption, ENC, is eitheSiE 3DES depending on the Keys’ algorithm Refegenc
used. Note that AES is not supported for mututientication.
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4.3.2 Session Key Computation

The Session Key is formed through Mutual Autheniticabetween card and terminal. The Session Key's
formula depends on the Algorithm Reference fielthef KEY. If both Internal key (card key) and exitair
key (terminal key) have Algorithm Reference fiefl3®ES, then a 16-byte session key will be formed,
otherwise, the session key formed is 8 bytes |&iiggle DES).

For 16-byte session ke{g, triple DES is used arids is generated as follows:

Ks = Ka ||KsR

WhereKq, is the first 8-byte (or the left half) of the sesskey:

Kei = Keteit  Re Kyt R

And Kgris the second 8-byte (or right half) of the ses&ieyt

Ksr = KcRight ~Re KTRight ~R
For 8-byte session kd{s, single DES is used and is generated as follows:

KS = Kc RE KT I?|

4.4 Secure Messaging

ACOS5 supports Secure Messaging (SM) for Authetiticaand Confidentiality. It applies to the followg
commands:

ISO-IN ISO-OUT

Create File
Update Binary
Erase Binary
Update Record
Append Record

Activate File Read Binary
Deactivate File Read Record
Terminate DF Get Key
Terminate EF

Delete File

Manage Security Environment
Perform Security Operation
Generate RSA Key Pair

Put Key

There are 2 modes of SM that can be applied tdadifferent situations. The first mode is SM for
authenticity (SM-sign) the other is SM for confidiatity (SM-enc). The SM modes will be appliedioth

the command and response data. Whether to u&Mheode will depend on the conditions set in the
current security environment and the command téoper If the target file has an SAC security cdiuh

byte with bit 6 set using an SE ID number. The SEat SE ID number must have CCT and optionally CT
sym templates with usage qualifier byte bit 4 arst6
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Notations:

To describe the two SM modes adequately, thers@re notations to be introduced in this sectione T
following are the possible ISO7816 part 3 commuimees protocol command and response pairs.

Commands:
a. Without command data:

[ CLA[INS| P1| P2] P3 |
Bytes 1 1 1 1 1

b. With command data

[ CLA [ INS| P1| P2] P3=n] Data in
Bytes 1 1 1 1 1 n
Responses:
a. Without response data
Bytes 2

b. With response data

| Response |  Swisw2
Bytes n 2

The class (CLA) byte stated above does not havEkhéits set.

The modified CLA* below has the SM bits b3 and bRte 1. That is, the original CLA XOR 0x0C.
P3 is the normal length of the command data.

P3* is the length of the command data under sem@ssaging.

Sequence number:

The sequence number (seg#¥ used as the Initial vector in the CBC calcwiati The start of the sequence
number is the increment of the random number ot k8T TWO bytes of the GET CHALLENGE

command. The response data is the increment aoimenand sequence number. The sequence number is
to prevent man-in-the-middle attack.

If a command is sent from the terminal to the @&ktled with a sequence numhgrand secure messaging

is successful, the card will reply with a MAC congdiwith an initialization vector of + 1. The next

secure messaging command to send will use the segueimben + 2.

Authentication and integrity

The COS uses the SM key and DES / 3DES in CBC rteodempute the MAC. The notation is as follows:
SIGN_CBC (data to sign, sequence number)
Only the first 4 bytes of the resultant MAC aredisar the command and response data.

Confidentiality
The COS uses the SM key and DES / 3DES in CBC rteodempute the encryption. The notation is as

follows:
ENC_CBC (plaintext to encrypt, sequence number)
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Padding:

DES and 3DES algorithms take input block sizes. oT Berefore appropriate padding is necessarthelf
data to sign or encrypt is not in a multiple 08&)x80 byte is appended followed by 0 to 6 OxOthédke the
data to sign to be a multiple of 8 bytes.

Secure Messaging Data Object:

Secure Messaging Data Objects (SMDO) are necessdsscribe the data elements fully when
transferring in SM mode. The following SMDO areparted in ACOS5 Secure Messaging:

Tag | Length | Description
81 Var. Plain Value
87 Var. Padding-content indicator byte followeddoyptogram

89 4 Command header (CLA* INS P1 P2)

8E 4 Cryptographic checksum

97 1 Original P3 in an ISO-out command

99 2 Processing status word (Swl Sw?2) of the cordman

The exact usage of these SMDO is stated in thegsetion.

The following subsections list the possible command response data pair. These will depend dmeif t
current SE requires SM on the operation to be padd. This is stated by the current EF's SAC
conditions. If the SC byte of an operation regusecure messaging with an SE ID number. In thBISE
that SE ID number must contain the CT-sym and/of @2nplates set with usage qualifier byte set Wwith
b4 and b5 set.

4.4.1 SM for Authenticity

44.1.1. Case 1: No command and no response.
[ CLA* [INS [ P1| P2] P3*] 8E 04 MAGq
Bytes 1 1 1 1 1 1 1 4

CLA* = CLA OR 0x0C
P3* =06
MAC ¢mg = SIGN_CBC (<89 04 CLA* INS P1 P2> padding, ++Seq#

If the command accepts secure messaging, the lelpdem established and the MA@s correct, the
response will be 0x610C. Note that 0x610C mayactiially mean that the command is successful. It
merely means that the Secure Messaging is suctegsiubsequent call to GET RESPONSE will yield
the actual Status Words stating success or efiloe. GET RESPONSE must have P3 = 0C exactly.
Otherwise 0x6COC will be replied without SM.

[ 99| 02| swiswz2| 8E 04 MAG [ 9000 |
Bytes 1 1 2 1 1 4 2

MACs, = SIGN_CBC (<89 04 CLA* INS P1 P2> <99 02 Sw1 Swizelding, ++Seq #)

The field Sw1 Sw2 is the actual status word retdrioe the command. The last status word bytes®0 0
states that the SM is successful.

If the key hasn’t been established or the MAGs incorrect, the response will only have Swl Steing
0x6985 or 0x6884 respectively (instead of 0x610C).
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4.4.1.2. Case 2:1S0O-in

| CLA* [INS [ P1| P2| P3*| 81 P3 CommandData 8E [04 MAC |
Bytes 1 1 1 1 1 1 1 N 1 1 4

CLA* = CLA OR 0x0C

P3*=2+n+2+4

MAC g = SIGN_CBC (<89 04 CLA* INS P1 P2> <81 P3 Comma&mata> padding, ++Seqg#)
Since the maximum of P3* must be less than 25%) thik MAC, P3 is set to be less than or equal th 24

The response, if the command is successful, dsifirst case, is as follows:

[ 99| 02| Swisw2| 8§ 04 MAG | 9000 |
Bytes 1 1 2 1 1 4 2

MACs, = SIGN_CBC (<89 04 CLA* INS P1 P2> <99 02 Sw1 Swiding, ++Seq#)

4.4.1.3. Case 3: 1ISO-out

ISO-out effectively becomes an ISO-in command wienSM field is set.

[CLA* [INS [ P1| P2] P3*] 97] 01 P83 B8E o4 MAG
Bytes 1 1 1 1 1 1 1 1 1 1 4

CLA* = CLA OR 0x0C
P3* = 09
MAC g = SIGN_CBC (<89 04 CLA* INS P1 P2> <97 01 P3> piadg++Seq#)

If the command accepts secure messaging, the lesydem established and the MA@s correct, the
response will be 0x61xx. Same as ISO-in, the statard of 0x61xx only means that SM on the command
is successful. The actual success of the ovesaihtand will depend on the SW1 SW2 data object véhen
subsequent GET RESPONSE is called with P3 = xxyavke can be 00-FF. If xx is 00, 256 bytes of data
can be returned.

Note the Get Response must be called with P3 xagthy, else Ox6Cxx will be returned (without SM).
This is to prevent man in the middle attack. Thginal response datamust be less than or equal to 240
bytes.

The response is as follows:
| 81| P3| ResponseDatd 99 02 SwisSpk2 [8E [04  MAC| 9000 |
Bytes 1 1 n 1 1 2 1 1 4 2

MAC s, = SIGN_CBC (<89 04 CLA* INS P1 P2> <99 02 Sw1l Sw&4 P3 Response Data>
padding, ++Seq #)

4.4.1.4. Case 4: ISO-in-out

SM also applies to ISO-in commands that returna a1 SW2 = 61XX). Instead of the command
returning SW1 SW2 = 61XX, it will return the respendata together with SW1 SW2 = 9000.
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CLA | INS| P1| P2| P3*| 81 P3 CommandData BE |04 MAC
*

Bytes 1 1 1 1 1 1 1 n 1 1 4

CLA* = CLA OR 0x0C
P3*=2+n+2+4
MAC g = SIGN_CBC (<89 04 CLA* INS P1 P2> <81 P3 Comma@ata> padding, ++Seq#)

Since the maximum of P3* must be less than 25%) thike MAC, P3 is set to be less than or equal t 24

If the command accepts secure messaging, the lesydem established and the MA@s correct, the
response will be 0x61xx. Same as ISO-in, the statard of 0x61xx only means that SM on the command
is successful. The actual success of the ovesaihtand will depend on the SW1 SW2 data object véhen
subsequent GET RESPONSE is called with P3 = xxyavke can be 0x00-OxFF. If xx is 00, 256 bytes of
data can be returned.

Note the Get Response must be called with P3 xagthy, else Ox6Cxx will be returned (Without SM).
This is to prevent man in the middle attack. Thgioal response datamust be less than or equal to 240
bytes.

The response is as follows:
| 81| P3| ResponseDatd 99 02 SwisSpk2 [8E [04  MAC| 9000 |
Bytes 1 1 n 1 1 2 1 1 4 2

MAC,s, = SIGN_CBC (<89 04 CLA* INS P1 P2> <99 02 Sw1 Sw®4 P3 Response Data> padding,
++Seq #)

4.4.2. SM for Authenticity and Confidentiality

4.42.1. Case 1: ISO no command and no response.
CLA [ INS | P1| P2| P3* 8H 04 MAGq
Bytes 1 1 1 1 1 1 1 4

CLA* = CLA OR 0x0C
P3* = 06
MAC na= SIGN_CBC (<89 04 CLA* INS P1 P2> padding, ++Spq#

If the command accepts secure messaging, the kelpden established and the MA@s correct, the
response will be 0x610C. Note that 0x610C mayactially mean that the command is successful. It
merely means that the Secure Messaging is suctegsfiubsequent call to GET RESPONSE will yield
the actual Status Words stating success or effioe. GET RESPONSE must have P3 = 0C exactly.
Otherwise 0x6COC will be replied without SM.

[ 99 | 02| swisw2| 8E 04 MAG | 9000 |
Bytes 1 1 2 1 1 4 2

MAC s, = SIGN_CBC (<89 04 CLA* INS P1 P2> <99 02 Sw1 Swiding, ++Seq#)

The field Swl Sw2 is the actual status word retdrioe the command. The last status word bytes®0 0
states that the SM is successful.
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If the key hasn’t been established or the MAGs incorrect, the response will only have Swl Steing
0x6985 or 0x6884 respectively.

4.4.2.2. ISO-in

CLA | INS | P1| P2| P3* 87 & Pi Encrypted Data 8 04 MAC

Bytes 1 1 1 1 1 1 1 1 n* 1 1 4

CLA* = CLA OR 0Ox0C
P3*=3+n*+2+4
Lgz=n* + 1 (Length of Tag 87)
Pi = Padding indicator: 00 — No padding is usedriorypted data
01 — Padding is used in encrypted data
n* = P3 + length (padding)
Encrypted Data = ENC_CBC (<Command Data> paddin§et#))
MAC = SIGN_CBC (<89 04 CLA* INS P1 P2> <8%1Pi Encrypted Data> padding, Seq#)

Since the maximum of P3* must be less than 25%) thik MAC, padding and the SMDO, the original P3
must be less than or equal to 240 bytes. Noteirithe MAC calculation, the sequence number ispnet
incremented. This is because the encryption amdMhC will use the same sequence number with the
encryption to be performed first.

The response, as in the first case, is as follows:

[ 99 | 02| swisw2| 8H 04 MAG | 9000 |
Bytes 1 1 2 1 1 4 2

MAC s, = SIGN_CBC (<89 04 CLA* INS P1 P2> <99 02 Sw1 Swiding, ++Seq#)

4.4.2.3. ISO-out

ISO-out effectively becomes an ISO-in command wienSM field is set.

CLA [ INS | P1| P2| P3F97| 01| P3| 8F 04 MAGhq

*

Bytes 1 1 1 1 1 1 1 1 1 1 4

CLA* = CLA OR 0x0C
P3*=9
MAC g = SIGN_CBC (<89 04 CLA* INS P1 P2> <97 01 P3> piadg++Seq#)

If the command accepts secure messaging, the lelpdem established and the MA@s correct, the
response will be 0x61xx. Same as ISO-in, the statard of 0x61xx only means that SM on the command
is successful. The actual success of the ovesaihtand will depend on the SW1 SW2 data object véhen
subsequent GET RESPONSE is called with P3 = xxyavke can be 0x00-OxFF. If xx is 00, 256 bytes of
data can be returned.

Note the get response must be called with P3 =xaxtéy, else Ox6Cxx will be returned. This is t@ygent

man in the middle attack. The original datamwutust be less than or equal to 240 bytes. Elsdllibe
segmented appropriately before it is encrypted, MAGNd sent.
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The response is as follows:

| 87 | Ly | Pi| Encrypteddata] 99 op sSwisw2 BE [04 MAC| 9000 |
Bytes 1 1 1 n* 1 1 2 1 1 4 2

Lgz = n* + 1 (Length of Tag 87)
Pi = Padding indicator length : 00 — No paddingsged in encrypted data
01 — Padding is used in encrypted data
Encrypted Data = ENC_CBC (<Response Data> paddin§eqg#))
MAC s, = SIGN_CBC (<89 04 CLA* INS P1 P2> <99 02 Sw1 SwB¥ L, Pi Encrypted Data>
padding, Seq #)

Note that in the MAC calculation, the sequence nemibnot pre-incremented. This is because the
encryption and the MAC will use the same sequemcaber with the encryption to be performed first.

4.4.2.4, ISO in and out

For ISO-IN commands that returns data (SW1 SW2X§1

CLA | INS | P1| P2| P3* 87 & Pi Encrypted Data 8 04 MAC

Bytes 1 1 1 1 1 1 1 1 n* 1 1 4

CLA* = CLA OR 0x0C
P3*=3+n*+2+4
Lgz;=n* + 1 (Length of Tag 87)
Pi = Padding indicator: 00 — No padding is usedriorypted data
01 — Padding is used in encrypted data
n* = P3 + length (padding)
Encrypted Data = ENC_CBC (<Command Data> paddin§et#))
MAC = SIGN_CBC (<89 04 CLA* INS P1 P2> <8%1Pi Encrypted Data> padding, Seqg#)

Since the maximum of P3* must be less than 25%) thik MAC, padding and the SMDO, the original P3
must be less than or equal to 240 bytes. Noteinithe MAC calculation, the sequence number ispnet
incremented. This is because the encryption aadMhC will use the same sequence number with the
encryption to be performed first.

The response is as follows:

| 87 | Ly | Pi| Encrypteddata] 99 Op SwiSw2 BE [04 MAC| 9000 |
Bytes 1 1 1 n* 1 1 2 1 1 4 2

Lgz=n*+ 1 (Length of Tag 87)
Pi = Padding indicator length : 00 — No paddingded in encrypted data
01 — Padding is used in encrypted data
Encrypted Data = ENC_CBC (<Response Data> paddin§eq#))
MAC,s, = SIGN_CBC (<89 04 CLA* INS P1 P2> <99 02 Swl Swa¥ L, Pi Encrypted Data>
padding, Seq #)

Note that in the MAC calculation, the sequence neminot pre-incremented. This is because the
encryption and the MAC will use the same sequeniceber with the encryption to be performed first.
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4.5 Interaction between Security Conditions and Int  ernal Security EFs

At first glance, the previous sections may seenteam@s to how the DF or working EFs interacts with
different internal EFs (SE File, Key File, PIN Rile provide security for the files in questionhelfigure
below provides an example of how all these fileskogether.

Current DF/MF:

Current DF’'s Header:

SAC: Create Child DF/EF, Delete Child Security Citind all have SE ID #1.
SE File ID:FO 00 ——\ ‘_\
Working EF \VSE File: Key File:

Header: Header (FilelD FF 00) Header (SFI 2)
SAC:
Update SC: SE ID #3 — SE D #1 € ———
AT: Key, Pin ID 81 — Key ID 81:
User data Usage: Ext Auth, Key is capable of Ext
User Verify Auth, 3DES, Key:

XX XX XX XX XX XX XX XX
XX XX XX XX XX XX XX XX

SE ID #3
AT: PIN ID 82
Usage: User Verify

SE ID #4

SE ID #5 Pin File:

Header (SFI 1)

PIN ID 81:

PIN must be Encrypted
with 3DES

PIN:

XX XX XX XX XX XX XX XX

PIN ID 82:

Pin not encrypted
PIN:

XX XX XX XX XX XX XX XX

In this example, the current DF has an SE file@DB. Inside this SE file, all the security enwineents are
defined for the current DF. SE ID #1 defines teeusity conditions that must be satisfied befoee th
current DF can execute a create child EF/DF ortdeleild. SE ID #1 contains an AT template fortbot
external authentication and user verification viidly reference of 81 (The most significant bit statee use
of local key). In the DF’s key file and PIN filag record of 81 (the most significant bit stateskéay is
valid) will define the key and PIN that must beisiaéd before any create or delete file commandlan
called in this DF.
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In the Working EF, the SAC in the file header hpdate security condition set with SE ID #3. When
update record/binary command is called on this file card will check the SE ID number 3 and find t
Authentication Template. It will then see that USerification is needed using PIN ID of 82. Thérwill
check if the PIN ID of 82 in the PIN file has beesrified beforehand.

4.5.1. Command security conditions

Before ACOS5 checks the security conditions ofeadommand, it will allow it based on the
following considerations:
Target file’s LCSI is in creation / initial stage
Target file’s SAC field is not present
The corresponding SC byte from the target file’s<CS4 0.
And deny the action if:
- The corresponding SC byte from the target file’sSCS8 Oxff
The SE file is not present or is invalid
The SE record referenced by SC is not found anialid
The AT template is not found in the SE record efeed by SC
If both 97 and 90 tags are found in the AT, COS @hibose 97
If tag 95 is not present in AT
If any sub-tag of the AT has invalid tag(s) or ld1{g)

4.5.2. Secure Messaging conditions

Possible causes of Secure Messaging error (SW1-S8884) are:
- Card Challenge Data not available (user did nataSSET CHALLENGE)
P3is less than 6
MF does not exist
Current DF is blocked, or target file is blocked
The target file’s SAC is not present
The SC of the target file’'s SAC is OxFF or 0x00
SE file is not present, or is invalid
SE record referenced by SC is not found
Plain or encrypted data length is 0x00 or > 240
Encrypted data length is not a multiple of 8
For ISO-OUT command, tag 97 (original P3) fielchat present
Contains encrypted data but no qualifying CT isniin the corresponding SE record
No qualifying CCT SM template is found in the capending SE record
CCT SM template’s Key and Algorithm Reference avegompatible (must be CBC DES)
MAC presented is wrong
CT SM template’ Algorithm Reference can only be DES
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5

COMMANDS

5.1 Create File

CLA 00 - Clear Mode
0C - SM Mode
INS EO
P1 00
P2 00
P3 Length of Data
Data FCP TLV of File to be created

The FCP TLV has tag of 0x62. Its Length is the sizthe template, and must be equal to (P3 — 2. Th
template has one or more of the following encapedldLV's:

513 w
5| & 55| ofth|Y
Ta Length Value L% & 5| 28| S| »| &8 Remarks
g g |0 2| s 5| > & =
s | 2 235|9¥ | &
=l 3
80 02 Size (in bytes) of the Transparemnt O If not specified, default is 0x0000
EF
82 01 File Descriptor Byte (FDB) M M M M M M| M | M | Please refer to Sectidgrror! Reference
source not found.for valid values
02 FDB + DCB @) (@) O] O (®) Q Qg If DCB is not spedfielefault is 0x00
05 FDB + DCB + 00 + MRL + NOR (@ (0] q @ If MRINOOR is not specified, default is
0x00
06 FDB + DCB + 00 + MRL + 00 + (0] (0] O| O| O] IfMRL/NOR is not specified, defaisit
NOR 0x00
83 02 File ID M| M| M| M| M M| M [ M | Please refer to Section 3.2.3 for valid
values
84 <=10h| DF Long Name [0 e
88 01 Short File ID ol O O ¢ O q € If not spedfiéhe default is the 5 LSb
of the File ID
8A 01 Life Cycle Stage Integer @ ¢ o P Q O df specified, the default is Ox01. Refe
to section 3.2 for valid values.
8C <=08 | Security Attributes Compact D O |O [« O |00 | Please refer to Section 4.1.1 for more
details
AB <=20h | Security Attributes Extended D D ed¥e refer to Section 4.1.2 for more
details
8D 02 SE File ID (@) (0] Please refer to Sectichfor more
details

M — Mandatory
O — Optional
Blank — encapsulated TLV will be ignored

The mandatory fields are: (1) File ID and (2) FOBe newly created file will then be the Currently
Selected EF/DF.

If duplicate tags are sent to the command, therlatbte will be used.
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Valid FDB values are: 3F (MF), 01 (Transparent ER)(Linear Fixed EF), 04 (Linear Variable EF), 06
(Cyclic EF), Ox0C (Internal LV EF, or KEY EF), a@OE (Internal Cyclic EF, or Purse EF).

File ID’s cannot be: OxFFFF, 0x0000 and Ox3FFF.

Valid LCSI are: 01 (Creation); 03 (Initializatior)4 or 06 (Deactivated); 05 or 07 (Activated). LO&Ving
value >= 08 are considered Terminated.

The MF'’s file ID should always be 0x3F00, and skicailvays be the*icreated file. You can create as
many DF / EF files, and as many DF levels, as Esthe card memory space holds. There cannot be
duplicate File ID’s / DF Names under a DF.

Please refer to section 5 of this document for gtasnon using this command.

For Secure Messaging, ACOSS5 will use bitl of theent DF's SAC AM byte as SE identifier (hence,
“Create EF Child” is always assumed).

Return Status

6A86 Incorrect P1 /P2

6700 Wrong P3, must be consistent with the Len§theoFCP TLV
Must be: 9 <= P3 <= 90, and FCP length must belequ&3 — 2)

6984 FCP tag must be 0x62

FCP has invalid sub-tag(s)

FCP sub-tag(s) has invalid length

Invalid FDB

Invalid File ID

Invalid LCSI

Trying to create a non-MF file on an empty card
Trying to create an MF, but an MF already exists

6283 Current DF is terminated/ deactivated
6982 Security condition not satisfied
6A89 Target file ID matches current DF’s ID

Target file ID already exists in current DF
Target DF Name matches current DF's name
Target DF Name already exists in current DF

6A84 Not enough free space in card to create file
MF Offset is not setin OTP area
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5.2 Select File

CLA 00
INS A4
P1 00 - if Data contains File ID
04 - if Data contains DF name
P2 00
P3 00 - select MF,
02 - Data contains File ID
1 <= P3 <= 16 — select DF by name
Data File ID or DF Name

Search Sequence for Target File ID is: current ®Ewrrent DF's children -> current DF’s parent e¥rent
DF’s siblings -> MF -> MF’s children.

Search Sequence for Target DF Name is: currentDfarrent DF’s children -> current DF’s parent

On success, SELECT FILE will return SW1 SW2 = 61X¥%u can retrieve XX bytes (via GET
RESPONSE command with P3 = XX) to get the FCI textepbf the selected file. The template complies
with the TLV table defined in section 5.1.

Return Status

6283 Target file is blocked, but is selected

6982 Target file has wrong checksum in heademwiripted

6986 No MF found in card

6A82 File not found

6A86 Invalid P1/ P2: P2 must be 0x00, P1 mu<d be 4

6A87 Wrong P3, P3 not compatible to P1

61nn File selected successfully. Issue GET RESPOM8BEP3 =NN in order to retrieve the
file’'s FCI template
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5.3 Read Binary

CLA 00 - Clear mode
04 - SM mode
INS BO
P1 If MSb = 1, P1 holds SFI in 5 LSb, else P1 habigh offset
P2 Low offset
P3 Bytes to Read

If MF does not exist, READ BINARY allows you to dittly read the EEPROM'’s contents. P1-P2 holds the
physical address while P3 holds the number of bytesad (please refer to section 8 for valid EERRO
physical addresses).

If MF exists, this command follows READ BINARY conamd specified in ISO7816 part 4.

For SM, SFI referencing is not allowed.

Return Status

6282 Invalid offset
6283 Current DF is blocked or target EF is blocked
6700 Incorrect P3, length exceeds file size limit
6981 Wrong file type; target file must be TRANSPRRT EF
6982 Target file's header block has wrong checksureecurity condition not satisfied
6986 No EF selected
6A82 Referenced SFI not found
6B00 Invalid P1/P2, invalid SFI
Invalid P1/P2 offset
6Cnn Wrong P3; NN = maximum bytes available ia fo read
6F00 I/O error
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5.4 Update Binary

CLA 00 — Clear mode
04 — SM mode
INS D6
P1 If MSb =1, P1's 5 LSb holds SFI, else P1 hoiigh start offset
P2 Low start offset
P3 Number of Bytes to Update
Data Bytes to Update

If MF does not exist, UPDATE BINARY allows you tdrectly write the EEPROM contents. P1-P2 holds
the starting physical address of the card whilsR&ifies the number of byte to update (please tefe
section 8 for valid EEPROM physical addresses).

If MF exists, this command follows UPDATE BINARY gonand specified in ISO7816 part 4.

For SM, SFI referencing is not allowed.

Return Status

6282 Invalid offset
6283 Current DF is blocked or target EF is blocked
6700 Incorrect P3, length exceeds file size limit
6981 Wrong file type; target file must be TRANSPRRT EF
6982 Target file's header block has wrong checksureecurity condition not satisfied
6986 No EF selected
6A82 Referenced SFI not found
6B00 Invalid P1/P2, invalid SFI
Invalid P1/P2 offset
6Cnn Wrong P3; NN = maximum bytes available ia i update
6F00 I/O error
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5.5 Read Record

CLA 00 - Clear mode
04 - SM mode
INS B2
P1 Depends on P2, see below
P2 If 5 MSb <> 00000, it is SFI; 3 LSb: see below
P3 Bytes to Read

The last 3 bits of P2:

: reference 1st record

: reference last record

: reference next record

: reference previous record

: reference record indexed by P1
others: RFU

A WNPEFO

If the file’s MRL or NOR field is zero, the COS Wwikturn 6A83 status code (record not found).

For Linear EF’s, it is possible to have P3 < thesB#RL.

Return Status

6283 Current DF is blocked, or Target EF is blocked
6700 Incorrect P3
6981 Wrong file type; target file must be RECORD-&2D EF
6982 Target file's header block has wrong checksaay, be corrupted
Security condition not satisfied
6986 No DF selected, or no EF selected
6A82 Referenced SFI not found
6A83 Record not found, invalid record reference
6B00 Invalid P1/P2
Invalid SFI
SFI referencing is not allowed in SM mode
6Cnn nn is the maximum valid value for P3;
Wrong P3, P3 is greater than the file’'s MRL, use nn
6F00 I/O error
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5.6 Update Record

CLA 00 - Clear mode
04 - SM mode
INS DC
P1 Depends on P2, see below
P2 If 5 MSb <> 00000, it is SFI; 3 LSbh: see below
P3 Number of Bytes to Write
Data Bytes to Write

Last 3 bits of P2:

A WNEFO

: reference 1st record

: reference last record

: reference next record

: reference previous record

: reference record indexed by P1

If the file’s MRL or NOR field is zero, the COS Wikturn 6A83 status code (record not found).

For Linear EF, P3 can be < the file’s MRL.

Return Status

6283 Current DF is blocked, or Target EF is blocked
6700 Incorrect P3
6981 Wrong file type; target file must be RECORD-&2D EF
6982 Target file's header block has wrong checksoay, be corrupted
Security condition not satisfied
6986 No DF selected, or no EF selected
6A82 Referenced SFI not found
6A83 Record not found, invalid record reference
6B00 Invalid P1/P2
Invalid SFI
SFI referencing is not allowed in SM mode
6Cnn nn is the maximum valid value for P3;
Wrong P3, P3 is greater than the file's MRL, use nn
6F00 I/O error
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5.7 Append Record

CLA 00 - Clear Mode
04 - SM Mode
INS E2
P1 00
P2 00
P3 Length of Data
Data Data to be appended

This command applies only to Linear Variable EFe Tiew record will be written to thé' tecord whose®1
byte is 0x00 (a record whos& hyte is 0x00 is considered ‘empty’, and thereifsrat the ‘end’ of the file).
P3 can be less than the file’'s MRL, in such cag@p@ill be padded to the new record.

Return Status

6283 Current DF is blocked, or Target EF is blocked
6700 Incorrect P3
6981 Wrong file type; target file must be RECORD-&2D EF
6982 Target file's header block has wrong checksaay, be corrupted
Security condition not satisfied
6986 No DF selected, or no EF selected
6A82 Referenced SFI not found
6A83 Record not found, invalid record reference
6B00 Invalid P1/P2
Invalid SFI
SFI referencing is not allowed in SM mode
6Cnn nn is the maximum valid value for P3;
Wrong P3, P3 is greater than the file’'s MRL, use nn
6A84 No empty record found
6F00 I/O error
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5.8 Erase Binary

CLA 00 — Clear mode
04 — SM mode
INS OE
P1 If MSb =1, P1's 5 LSb holds SFI, else P1 hoiigh start offset
P2 Low start offset
P3 00 — erase up to end of file
02 — erase up to offset specified in Data
Data End offset

For SM, SFI referencing is not allowed.
NOTE: To better control reader timing, only erase p to 1280 bytes of data.

Return Status

6282 Invalid offset
6283 Current DF is blocked or target EF is blocked
6700 Incorrect P3, can be 0 or 2 only
6981 Wrong file type; target file must be TRANSPRRT EF
6982 Target file's header block has wrong checksureecurity condition not satisfied
6986 No EF selected
6A82 Referenced SFI not found
6B00 Invalid P1/P2, invalid SFI
Invalid P1/P2 offset
SFI referencing not allowed in SM mode
6A80 End Offset is < Start Offset
6F00 I/O error
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5.9 Activate File

CLA 00 - Clear Mode
04 - SM Mode

INS 44

P1 00

P2 00

P3 02 — Activate the File whose ID is referencedheyDATA
00 — Activate the currently selected EF or DF

Data File ID

This command will activate the target file. Oncéated, the file's security settings will take edt. In SM
mode, P3 must be 0.

Return Status

6283 Current DF is blocked

6400 Target file is already terminated

6982 Target file has wrong checksum, may be coedipt
Security condition not satisfied

6A82 File referenced not found

6986 MF does not exist, or no file is selected

6A86 Invalid P1 /P2, must be 0

6700 Invalid P3, can only be 0x00 or 0x02
P3 must be 0x00 in SM mode

6F00 EEPROM /O failure
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5.10 Deactivate File

CLA 00 - Clear Mode
04 - SM Mode

INS 04

P1 00

P2 00

P3 02 — Deactivate the File whose ID is refererimethe DATA
00 — Deactivate the currently selected EF or DF

Data File ID

This command will invalidate or deactivate the &riije. Once a file is deactivated, all commanrebscept
ACTIVATE FILE) to the file will be rejected. In Svhode, P3 must be 0.

Return Status

6283 Current DF is blocked

6400 Target file is already terminated

6982 Target file has wrong checksum, may be coedipt
Security condition not satisfied

6A82 File referenced not found

6986 MF does not exist, or no file is selected

6A86 Invalid P1 / P2, must be 0

6700 Invalid P3, can only be 0x00 or 0x02
P3 must be 0x00 in SM mode

6F00 EEPROM 1/O failure
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5.11 Terminate DF

CLA 00 - Clear Mode
04 - SM Mode

INS E6

P1 00

P2 00

P3 02 — Terminate the DF File whose ID is referdrimgthe DATA
00 — Terminate the currently selected DF

Data File ID

This command will irreversibly send the target BFFERMINATED state. In such case, all commands to
the file will be rejected.

Return Status

6283 Current DF is blocked

6400 Target file is already terminated

6982 Target file has wrong checksum, may be coedipt
Security condition not satisfied

6A82 File referenced not found

6986 MF does not exist, or no file is selected

6A86 Invalid P1 /P2, must be 0

6700 Invalid P3, can only be 0x00 or 0x02
P3 must be 0x00 in SM mode

6F00 EEPROM /O failure

6981 Target file is not DF
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5.12 Terminate EF

CLA 00 - Clear Mode
04 - SM Mode

INS E8

P1 00

P2 00

P3 02 — Terminate the EF File whose ID is referdrimethe DATA
00 — Terminate the currently selected EF

Data File ID

This command will irreversibly send the target BFFERMINATED state. In such case, all commands to
the file will be rejected.

Return Status

6283 Current DF is blocked

6400 Target file is already terminated

6982 Target file has wrong checksum, may be coedipt
Security condition not satisfied

6A82 File referenced not found

6986 MF does not exist, or no file is selected

6A86 Invalid P1 /P2, must be 0

6700 Invalid P3, can only be 0x00 or 0x02
P3 must be 0x00 in SM mode

6F00 EEPROM /O failure

6981 Target file is not EF
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5.13 Delete File

CLA 00 — Clear Mode
04 - SM Mode

INS E4

P1 00

P2 00

P3 00

Data File ID

Delete File will work if the target file is the liafile created in EEPROM memory area. ACOS5 will no
allow deletion of a DF that has children.

Return Status

6283 Current DF is blocked (deactivated or ternaidat
6982 Target file has wrong checksum, may be coedipt
Security condition not satisfied
6986 MF does not exist, or no file is selected
6A86 Invalid P1/ P2, must be 0
6700 Invalid P3, can only be 0x00
6F00 EEPROM /O failure
6a80 Delete file: the DF to be deleted has children
Delete file: the file to be deleted is not the Jassitioned file in EEPROM
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5.14 Get Card Info

CLA 80

INS 14

P1

P2 See options below
P3

This command returns card or file information af WCOS5 card. The following card information is
available depending on the parameters of the comman

P1 P2 P3| Description

00 00 06 | Returns card's unique serial number

01 00 00 | Returns the number of files under theerily selected DF in SW1 SW2 = 90XX,
where XX is the number of files.

02 XX 08 | Returns file information of the Pflle in the DF. The 8 bytes are: {FDB, DCB,

FILE ID, FILE ID, SIZE or MRL, SIZE or NOR, SFI, L8},

Return Status

6700

Incorrect P3

6A80

Wrong P1/P2, data not available
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5.15 Get Challenge

CLA 00
INS 84
P1 0
P2 0
P3 8

This command generates an 8-byte Random Challeatg ® be used for authentication purposes.

Return Status

6700 Incorrect P3

6A86 Wrong P1 /P2, must be 0
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5.16 Get Response

CLA 00

INS CO

P1 0

P2 0

P3 Bytes to receive

This command returns information available in taedcOS, with regards to the previous command.

Return Status

6b00 Wrong P1 /P2, must be 0
6Cnn Incorrect P3, P3 must be nn
6a88 No data available
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5.17 Verify

CLA 00

INS 20

P1 00

P2 PIN ID: if MSb = 1, use Local PIN, else use GloBIN
P3 Length of PIN

Data PIN

This command is used to submit a PIN code to gadess rights. Access rights achieved will be irdakd
when a new DF is selected.

Return Status

6283 Current DF is blocked; EF1 is blocked
63Cn If P3 == 0: N tries remaining
If P3 <> 0: operation FAIL, n tries remaining
6700 Incorrect P3, does not match PIN length, rast= 32
6981 EF1 has wrong FDB
EF1 is not a valid PIN file
6983 Referenced PIN is locked
6986 No DF selected
6A83 PIN ID referenced in P2 is not found in EF1
6A86 Invalid P1/P2
Invalid P2, PIN index cannot be > 31 or ==
P1 must be 00
6A88 EF1 not found
6984 VERIFY: PIN record is disabled, verify SUCCESS
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5.18 Change Code

CLA 00
INS 24
P1 00 — data holds current and new PIN

01 — data holds new PIN, current PIN must be \atifi
P2 PIN ID: if MSb = 1, use Local PIN, else use GloBIN
P3 <= 20h
Data Current PIN + New PIN or

New PIN

This command allows you to change a PIN code in.EF1

Return Status

6283 Current DF is blocked; EF1 is blocked
6700 Incorrect P3, does not match PIN length, nBWsRength must be <= 32 and <=
EF1's MRL
6981 EF1 has wrong FDB
EF1 is not a valid PIN file
6983 Referenced PIN is locked
6986 No DF selected
6A83 PIN ID referenced in P2 is not found in EF1
6A86 Invalid P1/P2
Invalid P2, PIN index cannot be > 31 or ==
6A88 EF1 not found
6984 VERIFY: PIN record is disabled, cannot proceed
6982 PIN not verified previously
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5.19 Enable PIN Verification

CLA 00
INS 28
P1 00 — data holds current PIN
01 — data is empty, current PIN must be verified
P2 PIN ID: if MSb = 1, use Local PIN, else use GloBIN
P3 <= 20h
Data PIN

Return Status

6283 Current DF is blocked; EF1 is blocked
6700 Incorrect P3, does not match PIN length, nasistent with P1
6981 EF1 has wrong FDB
EF1 is not a valid PIN file
6983 Referenced PIN is locked
6986 No DF selected
6A83 PIN ID referenced in P2 is not found in EF1
6A86 Invalid P1/P2
Invalid P2, PIN index cannot be > 31 or ==
6A88 EF1 not found
6984 PIN is already enabled
6982 PIN not verified previously
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5.20 Disable PIN Verification

CLA 00
INS 26
P1 00 — data holds current PIN
01 — data is empty, current PIN must be verified
P2 PIN ID: if MSb = 1, use Local PIN, else use GloBIN
P3 <= 20h
Data PIN

This command disables a PIN record. When a PINsebied, the user need not submit the correct IN t
achieve access rights related to the PIN.

Return Status

6283 Current DF is blocked; EF1 is blocked
6700 Incorrect P3, does not match PIN length, nasistent with P1
6981 EF1 has wrong FDB

EF1 is not a valid PIN file
6983 Referenced PIN is locked
6986 No DF selected
6A83 PIN ID referenced in P2 is not found in EF1
6A86 Invalid P1/P2

Invalid P2, PIN index cannot be > 31 or ==
6A88 EF1 not found
6984 PIN is already disabled
6982 PIN not verified previously
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5.21 Reset PIN Verification

CLA 00

INS 28

P1 01

P2 PIN ID: if MSb = 1, use Local PIN, else use GloBIN
P3 01

Data New Error Counter

This command modifies the error counter of a Pldord (please refer to section 3.3.1 for valid foma
User is required to previously submit the PIN iresfion before changing its counter.

Return Status

6283 Current DF is blocked; EF1 is blocked
6700 Incorrect P3, must be 0
6981 EF1 has wrong FDB
EF1 is not a valid PIN file
6983 Referenced PIN is locked
6986 No DF selected
6A83 PIN ID referenced in P2 is not found in EF1
6A86 Invalid P1/P2
Invalid P2, PIN index cannot be > 31 or==0
6A88 EF1 not found
6984 PIN is disabled, cannot proceed
6982 PIN not verified previously
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5.22 Internal Authentication

CLA 00
INS 88
P1 00
P2 KEY ID index: if MSb = 1, use Local KEY, elseauGlobal KEY
P3 08
Data Terminal Challenge Data
Return Status
6F00 Crypto Library not ready
6283 Current DF is blocked;
EF2 is blocked
6700 Incorrect P3, must be 8
6981 EF2 has wrong FDB
EF2 is not a valid KEY file
6983 Referenced Key's Usage Counter is 0
6986 No DF selected
6A83 KEY ID referenced in P2 is not found in EF2
6A86 Invalid P1/P2
Invalid P2, KEY index cannot be > 31 or ==
6A88 EF2 not found
6984 KEY is disabled, cannot proceed
6A87 Referenced KEY is not capable on Internal aniilcation
6108 Authentication complete, issue get responget®i
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5.23 External Authentication

CLA 00
INS 82
P1 00
P2 KEY ID index: if MSb = 1, use Local KEY, elseauGlobal KEY
P3 08
Data ENC (RNDc, Kt)
Return Status
6F00 Crypto Library not ready
6985 Card Challenge Data not ready, issue Get &gl first
6283 Current DF is blocked;
EF2 is blocked
6700 Incorrect P3, must be 8
6981 EF2 has wrong FDB
EF2 is not a valid KEY file
6983 Referenced Key's Error Counter is locked
6986 No DF selected
6A83 KEY ID referenced in P2 is not found in EF2
6A86 Invalid P1/P2
Invalid P2, KEY index cannot be > 31 or ==
6A88 EF2 not found
6984 KEY is disabled, cannot proceed
6A87 Referenced KEY is not capable on External entibation
63Cn Wrong Crypto Data, Operation Fail, n tries fef KEY
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5.24 Mutual Authentication

This command authenticates the referenced keyeofuhrently selected DF. Both internal and external
authentication processes are performed. Accestsragh gained if successful.

CLA 00

INS 82

P1 00

P2 Key index; if MSh=1, use local EF2 else use gl&i-2
P3 10h

Data Terminal Challenge Data + ENC (RNDc, Kt)

On success, COS will return 0x6108. The resuEENMC (RNDt. Kc). The key referenced in P2 must be
capable of both Internal and External Authentigatio

Return Status

6F00 Crypto library not ready
6A87 KEY referenced in P2 not capable of Intermad &xternal authentication
63Cn Wrong Crypto Data, Operation Fail, n tries fef KEY
6700 Incorrect P3, must be 16
6983 Referenced KEY'’s error counter is locked or
Usage counter is 0
6985 GET CHALLENGE command not previously called
6A86 Invalid P1/ P2
6986 No DF selected
6283 Current DF is blocked
EF2 is blocked
6A88 EF2 not found
6A83 Key not found in EF2, key has invalid length
6981 Invalid EF2 (FDB, MRL, etc not consistent)
6984 KEY is disabled, cannot proceed
6108 Authentication OK, issue GET RESPONSE to auib&te card key
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5.25 Manage Security Environment

CLA 00 — Plain mode
0C — SM Mode

INS 22

P1 MSE sub command:
X1 - MSE_SET

F2 - MSE_STORE
F3 - MSE_RESTORE
F4 — MSE_ERASE

P2 Depends on P1
SET: CRT tag
STORE / RESTORE / ERASE: target SE ID
P3 SET: Length of CRT
STORE / RESTORE / ERASE: 0
Data SET: CRT
MSE SET:

This command sets up the key locations and imatitibn vectors for different cryptographic
computations in Perform Security Operation. Theagotations are set up using control reference tet@pl
(CRT) which can be Authentication Template (AT)y@ographic Checksum Template (CCT), Hash
Template (HT), Digital Signature Template (DST)da&onfidentiality Template (CT-sym and CT-asym).
These CRT's are accumulated in system memory amtd&aised in PSO command, or stored into the
current SE file. To clear the accumulated CRT'suésa SELECT FILE command.

Please refer to section 4.2 on what valid sub tiaget in this command.

MSE STORE:

The accumulated CRT'’s created by MSE SET will bigten to the current SE file. ACOSS5 will
create a new SE record with ID specified in P2héfre is an existing SE ID, this command will filake
sure the “MSE Store” security access conditiorhef$E file is satisfied when you use this command
(section 4.1.1).

MSE RESTORE:

Use this command to load an existing SE recoiG®S5 system memory. The SE record whose
ID is specified in P2 will be placed in the ACOS&®m memory, just like in MSE SET. Make sure the
“MSE Restore” security access condition of the i satisfied when you use this command (section
4.1.1).

MSE ERASE:

Use this command to erase an existing SE recadtteicurrent SE file. The SE record whose ID is
specified in P2 will be completely erased. Makeeghe “MSE Erase” security access condition ofSke
file is satisfied when you use this command (sectid..1).

Return Status

6283 Current DF is blocked; SE file is blocked

6700 Invalid P3

6A83 MSE_RESTORE: SE record referenced by P2 isqwtd
MSE_ERASE: SE record referenced by P2 is not found

6982 Security condition not satisfied

6986 No DF currently selected

6A80 Invalid sub tags or length in input
Duplicate sub-tags in input
Asymmetric key EF referenced by tag 81 is invalid*
Symmetric key EF referenced by tag 83 is invalid*
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Cannot have any 2 tags: 83 /84 / 81 present

Required tags for CRT is not present in input

Cannot STORE empty CRT to SE

MSE_STORE: SE record referenced by P2 alreadysexist

6A84 Not enough system memory to store the template
Input size is > SE's MRL

6B00 Invalid P1/ P2:
P1 can only be F2, F3, F4, X1
P2 can only be B8, b6, AA, B4, A4

6A82 SE file is not present, or is invalid

* The referenced Key File will be checked if:

File is blocked

File has wrong FDB

File's size is not enough for key’s fields (PUB,IPRRI CRT — 4, 8, 16)
File’'s key pair is not present or invalid

File’'s key pair have the same type

File's key pair do not have matching length
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5.26 Perform Security Operation

CLA 00 — Plain mode
10 — Plain Chaining Mode
0C — SM Mode
1C — SM Chaining Mode
INS 2A
P1 Please see below
P2 Please see below
P3 Please see below
Data Please see below

PEFORM SECURITY OPERATION (PSO) command perfornesfitlowing security operations:
- Computation of a cryptographic checksum
- Computation of a digital signature;
- Calculation of a hash-code;
- Verification of a cryptographic checksum;
- Verification of a digital signature;
- Encipherment using symmetric and asymmetric keyllic Key Exponentiation
- Decipherment using symmetric and asymmetric Keyvate Key Exponentiation

The security operations are compliant to ISO7816 and they are grouped into the instruction code
O0x2A. The parameters P1 and P2 specify the oatpdiinput data objects respectively.

The PSO command must be preceded by a MANAGE SECYENVIRONMENT (MSE) command to
correctly set-up the initialization values befoxeeution.

Output Input L \%
Tag Tag
Description: CLA INS P1 P2 P3 Command Data
Compute Cryptographic 10 2A 8E 80 08-F8 Plaintext data to MAC
Checksum
00 2A 8E 80 08-F8 Plaintext data to MAC
Verify Cryptographic Checksum 10 2A 00 A2 0A-FA 80 L: 08-F8 V: Plaintext to be verified
00 2A 00 A2 T: 80 L: 00-FO V: Plaintext to be ified
T: 8E L: 08 V: Candidate checksum
Compute Hash 10 2A 90 80 40, 80, CO Plaintext ttatesh
00 2A 90 80 01-FF Plaintext data to hash
Compute RSA Signature with 00 2A 9E 9A 14 Hashed data (SHA-1, 20 bytes)
PKCS#1
00 2A 9E 9A 0 Hashed data is already in the cgrd b
previous calls to Compute Hash
Recover RSA Signed DATA 10 2A 90 9E 80 PKCS#1 Sigea(if using 2048 bit key)
00 2A 90 9E 40, 80 PKCS#1 Signature
Symmetric Encipher 10 2A 84 80 08-F8 Plaintext datancipher
00 2A 84 80 08-F8 Plaintext data to encipher
Symmetric Decipher 10 2A 80 84 08-F8 Cryptogrardeoipher
00 2A 80 84 08-F8 Cryptogram to decipher
Asymmetric Public Exponentiatior] 10 2A 84 80 80 @t encrypt / verify (Command chainin
required if RSA key is 2048 bits)
00 2A 84 80 40, 80 Data to encrypt / verify
Asymmetric Private 10 2A 80 84 80 Data to decrypt / sign (Commandrthgi
Exponentiation required if RSA key is 2048 bits)
00 2A 80 84 40, 80 Data to decrypt / sign

Compute Cryptographic Checksum

This operation initiates computation of DES / 3D&$#ptographic checksum in CBC mode. It takes input
messages with block size in multiples of 8 bytes stores the resulting checksum until a GET RESPENS
command is called.

This operation requires MSE Command to initialize key set and initialization vector to use in the
Cryptographic Checksum Template (CCT). If the tkxtgpis not set, the card will respond with the
corresponding APDU error.
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The command allows command-chaining control to agenpryptographic checksum of messages greater
than 248 bytes. The CLA byte of 10 indicates thatcommand being sent is not the last. The CLi& by

00 indicates that the command being sent is the amnihe last of the message.

The length of the data field, P3, must be in midsmf 8 bytes. This is the block length of theuhto the

DES encryption in CBC mode. The response messatigsatommand depends on the command chaining
mode. If CLA is 0x10, a successful execution ysedtatus word 90 00 to indicate the command expects
more data. If CLA is 0x00, cryptographic checkssrmomplete and a subsequent call to GET RESPONSE
will output the checksum.

Result Status

6F00 Crypto Library not ready
6986 No Currently Selected DF
6283 Current DF is blocked
SE file is blocked
6a82 SE is not present, or invalid
6982 Security status does not satisfy “PSO” cooditf the Key EF
6700 P3 cannot be 0
P3 must be a multiple of 8 and < OxF8
6985 No template found in system memory; MSE niiédgreviously
6a86 Invalid P1-P2
6a80 Qualifying CCT template not found in systenmmogy
Qualifying CCT template has invalid key referensel(tag 83 or 84)
Qualifying CCT template Algorithm Reference is @BC
Qualifying CCT template Algorithm Reference is wompatible with Referenced
Key's Algorithm
61xXx Operation completed, Result is ready

Verify Cryptographic Checksum

The VERIFY CRYPTOGRAPHIC CHECKSUM computes a cryptphic checksum then verifies it
internally. The input is a data object consist@n input data to compute cryptographic checksamd,
the cryptographic checksum to verify. The functiait return 9000 if success.

This operation requires MSE Command to initialize key set and initialization vector to use in the
Cryptographic Checksum Template (CCT). If the tkxigpis not set, the card will respond with the
corresponding APDU error.

The data object of checksum verification contahesihput plaintext data to compute cryptographic
checksum and the cryptographic checksum to vemndyiiput data against.

Command chaining must be used for computing crypfgc checksum verification for a plaintext data
with more than 240 bytes. The CLA byte of Ox10izgades that the command being sent is not the [Esé
command computes partial checksum which each aitacall. Therefore, they must be segmented at
multiples of 8 bytes. The checksum verificatiomadabject in this case is as follows.

Tag Length Value

80 08 — F8 (in multiples of 8) Input data for chewn computation

The CLA byte of 0x00 indicates that this is the (@ only) VERIFY CRYPTGRAPHIC CHECKSUM
command. The data field contains the data objébttive remaining (or all) input data to send for
verification and checksum. The remaining inpuadzgn have a length of 0. In this case, the viadie
does not exist and the verification will be basageviously computed partial checksum.

Tag Length Value
80 00 — FO (in multiples of 8) Input data for chew computation
8E 08 Candidate checksum
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Result Status

6F00 Crypto Library not ready
6986 No Currently Selected DF
6283 Current DF is blocked
SE file is blocked
6a82 SE is not present, or invalid
6982 Security status does not satisfy “PSO” cooditf the Key EF
6700 P3 must be >= 0x0A and <= OxFA
6985 No template found in system memory, MSE nbédgreviously
6a86 Invalid P1-P2
6a80 Qualifying CCT template not found in systenmmogy

Qualifying CCT template has invalid key referensel(tag 83, 84)
Qualifying CCT template Algorithm Reference is @BC

Qualifying CCT template Algorithm Reference is wompatible with that of
referenced Key

Input must start with tag 80 or 8E, and length nistonsistent with P3
Input tag 80 / 8E’s length must be multiple of 8

6988 Verification of cryptographic checksum fail

9000 Verification of cryptographic checksum success

Compute Hash

This operation computes a SHA-1 hash with inputtah. The operation takes as input data in makipf

8 bytes and output a 20-byte (160 bits) hash valbes operation must be preceded with a MSE Command
to initialize the key reference in the Hash TenmpldT). If the template is not set, the card wekpond

with the corresponding APDU error.

The command uses command chaining to compute aftvadhta longer than 255 bytes. The CLA byte of
0x10 indicates that the command being sent isheolast and no data is to be returned. The CLA byt
0x00 indicates that the command being sent is tihear the last set of data. A GET RESPONSE wiill
output the 20-byte hash.

This command can be linked with COMPUTE RSA SIGNARRJby executing that command with length
equals to 0 immediately after a proper completib@OMPUTE HASH. The GET RESPONSE command
after the COMPUTE HASH command is optional if apation does not require the hash code.

The successful execution will yield a responselol8 where 0x14 is the length of the 20-byte hdgthe
SHA-1 algorithm.

Result Status

6F00 Crypto Library not ready
6986 No Currently Selected DF
6283 Current DF is blocked
SE file is blocked
6a82 SE is not present, or invalid
6982 Security status does not satisfy “PSO” cooditf the Key EF
6700 P3 must be > 0; for chaining, must be multigléx40
6985 No template found in system memory; MSE niiédgreviously
6a86 Invalid P1-P2
6a80 Qualifying HT template not found in system mgm
6114 Hash result is ready via GET RESPONSE

Advanced Card Systems Ltd. ONFIDENTIAL Page 60 of 73



ACOS5 Smart Card Reference Manual version 0.4 February 2006

Compute RSA Signature

The COMPUTE RSA SIGNATURE operation computes atdigiignature from a RSA private key or a
RSA CRT private key. The function will compute RSi§nature with hash data computed on card or
inserted with previously executed COMPUTE HASH canch  The hash value will be padded according
to PKCS #1 type 1 padding before it is encrypted.

This operation requires MSE Command to initialize key set to use in the Digital Signature Template
(DST). If the template is not set, the card wepond with the corresponding APDU error.

This command does not support command chainintpess is no hash value currently that exceeds 255
bytes. The input hashed data can be hashed lgrthnal or submitted from a previously called hash
operation. In the case of hashing by the termihalLen must be non-zero and the data field costie
hash. In the case that the hash is submitted rexaqus command, the COMPUTE RSA SIGNATURE is
called immediately after a successful executio@OMPUTE HASH command.

The successful execution will yield a responselohs where nn is the output of the RSA signatuteakq
to the key length in bytes. In the case of 204&dys, the status word of 61 00 indicating 256by2048
bits) output. An execution of GET RESPONSE with fnoper P3 will output the result.

Result Status

6F00 Crypto Library not ready
6986 No Currently Selected DF
6283 Current DF is blocked
SE file is blocked
6a82 SE is not present, or invalid
6982 Security status does not satisfy “PSQO” cooditf the Key EF
6700 P3 must be 20 or 0x00
6985 No template found in system memory, MSE nii¢dareviously
6a86 Invalid P1-P2
6a80 P3is 0, but no HASH data is available
Qualifying DST template not found in system memory
Asymmetric keys referenced by DST is invalid
Private key referenced by DST does not exist onialid
Public key referenced by DST does not exist onvalid
Data to be signed is not compatible with Public 'Key
61xX RSA signature complete, data ready

Recover RSA Signed Data

The RECOVER RSA SIGNED DATA operation computesitherse of the COMPUTE RSA
SIGNATURE command. The command takes as input@# stgnature in PKCS#1 format and outputs the
hash with the PKCS #1 padding removed.

This operation does patrtial verification of thensiture by the removal of PKCS #1 padding. If the
command detects that the signature has invalidipgdd will output 6A80 — invalid data. This eéh
indicates it is encrypted with the wrong key dnais been tempered. However, it does not authéatica
signature appendix to its message. To do thisgahing terminal must compute a hash of the odbdata
and compare the output of this operation. Thistmdone on board with the COMPUTE HASH command
if SHA-1 is used.
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This operation requires MSE Command to initialize key set to use in the Digital Signature Template
(DST). If the template is not set, the card wekspond with the corresponding APDU error.

The command utilizes command chaining in the daaethe digital signature is signed with 2048 leiyk
In this case, the first call with CLA of 0x10 mumsive length 128 bytes. The second call must haved®
0x00 and length equal to the remaining 128 bykeas. all other key lengths, a single call to thisnoeand is
sufficient.

The output length is based on the hashing algoritfitre successful execution will yield a resporfs@lo
nn wherenn is the hash. In the case of SHA-1 hash that ip@tied on board, the status wordbis14
indicating 20 bytes output. An execution of GETFFONSE with the proper P3 will output the result.

Result Status

6F00 Crypto Library not ready

6986 No Currently Selected DF

6283 Current DF is blocked
SE file is blocked

6a82 SE is not present, or invalid

6982 Security status does not satisfy “PSO” cooditf the Key EF

6700 P3 must be 0x40 or 0x80, 0x80 if chaining

6985 No template is found in system memory, MSEcadied previously

6a86 Invalid P1-P2

6a80 If chaining, there should be no previoustcahSO_RECOVER
Qualifying DST template not found in system memory
Qualifying DST template Algorithm must be 0x10
Public key referenced by DST must exist and bedvali

6114 RSA verify signature complete, data ready;@&E& RESPONSE to retrieve the
hashed data

6988 RSA signature verification fail

Symmetric Encipher

The SYMMETRIC ENCIPHER operation computes DES / SOEAES in ECB or CBC mode. The
command takes blocks of data in multiples of 8 P&S) or 16 (AES) and encrypts it.

This operation requires MSE Command to initialize &lgorithm, its mode of operation, initialization
vector and key set to use in the Symmetric Contidéty Template (CT). If the template is not stbie
card will respond with the corresponding APDU error

The command utilizes command chaining to encryf daCBC mode longer than 248 bytes. Using
command chaining, the command will retain the &byte block to be used as the initialization vedto
the next block. After execution of the last blagikh CLA byte of 0x00, the next call to SYMMETRIC
ENCIPHER will begin with initialization vector defed in MSE. If encryption in ECB mode is useds it
not required to use command chaining, as each ldoelputation does not depend on the last.

The successful execution will yield a responsélhn wherenn is the encrypted data. Following each
SYMMETRIC ENCIPHER command, a call to GET RESPONSth the proper P3 will yield the
enciphered text regardless of command chaining.

Result Status

6F00 Crypto Library not ready
6986 No Currently Selected DF
6283 Current DF is blocked

SE file is blocked
6a82 SE is not present, or invalid
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6982 Security status does not satisfy “PSO” cooditf the Key EF

6700 P3 must be multiple of the Algorithm Referelarggth, and <= OxF8
6985 No template found in system memory, MSE nbédgreviously
6a86 Invalid P1-P2

6a80 Key referenced by qualifying CT template islid or not present
61xx Operation complete, result available via GEHSRONSE

Symmetric Decipher

The SYMMETRIC DECIPHER operation computes the iseesf DES / 3DES / AES in ECB or CBC
mode. The command takes blocks of data in muttipfeB (for DES) or 16 (for AES) and decrypts it.

This operation requires MSE Command to initialize &lgorithm, its mode of operation, initialization
vector and key set to use in the Symmetric Contidéty Template (CT). If the template is not sthie
card will respond with the corresponding APDU error

The command utilizes command chaining to decryf daCBC mode longer than 248 bytes. Using
command chaining, the command will retain the 8&byte input block to be used as the initialization
vector for the next block. After execution of st block with CLA byte of 0x00, the next call to
SYMMETRIC DECIPHER will begin with initialization ector defined in MSE. If decryption in ECB
mode is used, it is not required to use commaniheitg as each block computation does not depertitien
last.

The successful execution will yield a responselohs where nn is the decrypted data. Followindgeac
SYMMETRIC DECIPHER command, a call to GET RESPONS@th the proper P3 will yield the
deciphered text regardless of command chaining.

Result Status

6F00 Crypto Library not ready
6986 No Currently Selected DF
6283 Current DF is blocked
SE file is blocked
6a82 SE is not present, or invalid
6982 Security status does not satisfy “PSO” cooditf key EF
6700 P3 must be multiple of the Algorithm Referelarggth, and <= OxF8
6985 No template found in system memory, MSE nbédgreviously
6a86 Invalid P1-P2
6a80 Key referenced by CT template is invalid drpresent
61xx Operation complete, result available via GEHSRONSE

RSA Public Exponentiation / Asymmetric Encipher

This operation computes raw exponentiation of datag the public key. This command can be used as
part of RSA encryption or verification where thestgm designer prefers to use padding method af thei
choice. The command requires an input data lethgthmust be the same as the RSA key length being
used. This operation requires MSE Command toheetlgorithm type and location of the public kdg fi
using the Asymmetric Confidentiality Template (C3ym). If the template is not set, the card wiigend
with the corresponding APDU error.

The command chaining is only used in the case2t¥48-bit key where the data must be in 256 bytes.

this case, the first call with CLA byte equal talOxmust have data length of 128 bytes. The secalhd
must have CLA byte to be 0x00 and data length 8fiiZes.

Advanced Card Systems Ltd. ONFIDENTIAL Page 63 of 73



ACOS5 Smart Card Reference Manual version 0.4 February 2006

The successful execution will yield a responselohs where nn is the resulting data. A call to GET
RESPONSE with the appropriate P3 will output thpaentiation.

Result Status

6F00 Crypto Library not ready
6986 No Currently Selected DF
6283 Current DF is blocked
SE file is blocked
6a82 SE is not present, or invalid
6982 Security status does not satisfy “PSO” cooditf key EF
6700 P3 must be 0x40 or 0x80, 0x80 if chaining
6985 No template found in system memory, MSE iscadied previously
6a86 Invalid P1-P2
6a80 Key referenced by CT template is invalid drpresent
Qualifying CT template’s Algorithm Reference must@x12 or 0x13
Qualifying CT template must refer to a valid PUBLKEY
If chaining, there should be no previous call t@©PFSNCIPHER
61xx Operation complete, result available via GEHSRONSE

RSA Private Exponentiation / Asymmetric Decipher

This operation computes raw exponentiation of datag the private key. This command can be used as
part of RSA decryption or signature generatiomé system designer prefers to use padding methteiof
choice. The command requires an input data letihgthmust be the same as the RSA key length being
used. This operation requires MSE Command tdheealgorithm type and location of the private ks f
using the Asymmetric Confidentiality Template (C3ymn). If the template is not set, the card wiipend
with the corresponding APDU error.

The command chaining is only used in the case2¥48-bit key where the data must be in 256 bytes.
this case, the first call with CLA byte equal talOxmust have data length of 128 bytes. The secalhd
must have CLA byte equals to 0x00 and data lenpil28 bytes.

The successful execution will yield a responselohs where nn is the resulting plain data. A talGET
RESPONSE with the appropriate P3 will output theute

Result Status

6F00 Crypto Library not ready
6986 No Currently Selected DF
6283 Current DF is blocked
SE file is blocked
6982 Security status does not satisfy “PSO” cooditf key EF
6985 No template found in system memory, MSE iscadied previously
6a82 SE is not present, or invalid
6700 P3 must be 0x40 or 0x80, 0x80 for chaining
6a86 Invalid P1-P2
6a80 Key referenced by CT template is invalid drpresent
Qualifying CT template’s Algorithm reference must@x12 or 0x13
Qualifying CT template must refer to a valid PRIVEkey
If chaining, there should be no previous call t€©PSECIPHER
61xx Operation complete, result available via GEHSRONSE

Advanced Card Systems Ltd. ONFIDENTIAL Page 64 of 73



ACOS5 Smart Card Reference Manual version 0.4 February 2006

5.27 Generate Key Pair

CLA 00 — Clear Mode
0C — SM Mode
INS 46
P1 80
P2 00
P3 09 — Length of Key + Prime Exponent
01 — Length of Key
Data Length of Key — 1 byte: 4, 8, 16
Prime Exponent — 8 byte prime number in little emdi

This command will generate a CRT Key Pair. Updateas conditions of the Private and Public EF’stmus
be satisfied.

Return Status

6F00 Crypto Library not ready

6283 Current DF is blocked

6700 Wrong P3

6986 MF does not exists, no DF is selected

6A80 Wrong data input: Key length can only be: @&, 0x10

Cannot find qualifying DST or CT-ASYM in system memy
Missing or Invalid public KEY EF referenced by DSTT-ASYM
Missing or Invalid private KEY EF referenced by DETT-ASYM
Public KEY EF's PUTDATA access condition not sassf
Private KEY EF's PUTDATA access condition not s
Public or private key EF is blocked

6B00 Wrong P1/P2
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5.28 Put Data / Put Key

CLA 80 - last or non-chaining
90 - chaining
INS DA
P1 High Offset — asymmetric key
01 — symmetric key
P2 Low Offset — asymmetric key
Record number index — symmetric key
P3 Length of data to write
Data Data to write

This command allows you to change the contentsafi@rnal key EF. You will have to select a key EF
first before issuing this command.

Chaining is necessary when setting up an asymmietyi&F whose length is > 255.

Return Status

6F00 Crypto Library not ready

6283 Current DF is blocked / currently selected E&yis blocked

6700 P3 must be >0
P3 > the body size of the asymmetric EF
P3 > the MRL of the symmetric EF

6981 Currently selected EF is not a key EF

6982 Key EF’'s PUT DATA condition not satisfied

6986 MF does not exist / no currently selectedkBy

6A83 For symmetric key EF, P2 refers to an invadidord #

6A80 If EF is symmetric key, P3 is > than the EMRL
If EF is symmetric key, its MRL is < than the bytegjuired to form a valid key
structure

6282 For asymmetric key EF, P1-P2 forms an inwvatiset, or P1-P2 + P3 exceeds file body
size

6B00 Wrong P11/ P2: If current EF is a symmetrig, k&1 must be 1 and P2 must be a recprd
#

9000 Write to key EF success; for non-chaining, @@Rest if the new data written is a
valid ASYM key, the key EF’s valid and completegiawill be set accordingly
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5.29 Get Data / Get Key

CLA 80
INS CA
P1 High Offset — asymmetric key
01 — symmetric key
P2 Low Offset — asymmetric key
Record number index — symmetric key
P3 Length of data to read
Data -

This command allows you to change the contentsafi@rnal key EF. You will have to select a key EF
first before issuing this command.

Return Status

6F00 Crypto Library not ready

6283 Current DF is blocked / currently selected E&yis blocked

6700 P3 must be >0
P3 > the body size of the asymmetric EF
P3 > the MRL of the symmetric EF

6981 Currently selected EF is not a key EF

6982 Key EF’'s GET DATA condition not satisfied

6986 MF does not exist / no currently selectedkBy

6A83 For symmetric key EF, P2 refers to an invadidord #

6A80 If EF is symmetric key, P3 is > than the EMRL
If EF is symmetric key, its MRL is < than the bytegjuired to form a valid key
structure

6282 For asymmetric key EF, P1-P2 forms an invafisket, or P1-P2 + P3 exceeds file bo
size

6B00 Wrong P1/ P2: If current EF is a symmetrig, k&1 must be 1 and P2 must be a rec|

ord

#
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5.30 Set Baud Rate

CLA 80

INS 32

P1 Current TA1 value (11h or 18h)
P2 New TA1 value (11h or 18h)
P3 00

Data -

This command will modify the card’s baud rate tiher 115200 bps or 9600 bps.

Return Status

6B00 MF is not the current DF
Incorrect P1 /P2
9000 New Baud Rate set, will take effect in nesete
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6 GETTING STARTED: FILE CREATION

Below will demonstrate how to create a simple §iystem. Assuming the card still has no MF, andrax P
Perso Stage.

Syntax for ISO-IN:CLA INS P1 P2 PPData(SW1 SW2
Syntax for ISO-OUTCLA INS P1 P2 P3Expected Data ResulffW1 SW2

: Create MF with DCB = OxFF
00 EO 00 00 0A62 08 82 02 3F FF 83 02 3F (00

; Create DF under MF: ID=4000, DCB=0x00, with SAQIESAE, SE file is 4003
00 EO 00 00 342 32 82 01 38 83 02 40 00 84 10 40 00 00 00 0OCODO 00 00 00 00 00 00 00 00 8A 01 01 8C 08
7F 03 03 03 03 FF FF 03 AB 06 86 02 22 2A 97 000230 03(9000

; Under DF 4000, Create KEY FILE EF2: ID=4002, MRIx15, NOR=0x04 with SAC (read access = NEVER)
00 EO 00 00 1852 19 82 05 0C 01 00 15 04 83 02 40 02 88 01 0RBA1 8C 06 6B 03 FF FF FF FF000

; Initialize KEY Records in EF2, follow the KEY dastructure

; All KEYS are initially set to 11 22 33 44 55 68 88 99 AA BB CC DD EE FF 00

; Keys 1, 2, 3 are external authenticate capalite eaunter = 0x55 (5 retries)

; while Key 4 is for internal authenticate with gsacounter = OxFFFF (unlimited)

00 DC 00 00 1481 01 55 00 11 22 33 44 55 66 77 88 99 AA BB CCEDFF 009000

00 DC 00 02 182 01 55 00 11 22 33 44 55 66 77 88 99 AA BB CCEDFF 0009000

00 DC 00 02 183 01 55 00 11 22 33 44 55 66 77 88 99 AA BB CCEDFF 009000

00 DC 00 02 184 02 FF FF 00 11 22 33 44 55 66 77 88 99 AA BBOITEE FF 009000

; CREATE SE File: ID=4003, MRL=0x11, NOR=0x04 wiAC (read access = NEVER)
00 EO 00 00 182 16 82 05 0C 01 00 11 04 83 02 40 03 8A 01 0DBGB 03 FF FF FF FE000

; Initialize SE file, follow SE TEMPLATE STRUCTURE

; SE#1: external authentication of local key 1

00 DC 00 00 0B30 01 01 A4 06 83 01 81 95 01 MO0

;SE#2: external authentication of local key 2

00 DC 00 02 0BB0 01 02 A4 06 83 01 82 95 01 MO0

;SE#3: external authentication of local key 3

00 DC 00 02 0B30 01 03 A4 06 83 01 83 95 01 MO0

;SE#4, external authentication of local keys 1 or 3

00 DC 00 02 1B0 01 04 A4 0C 83 01 81 83 01 82 83 01 83 95 019800

; Create Binary File: ID=4004, SIZE=0096, with SAC
00 EO 00 00 1®2 16 80 02 00 96 82 01 01 83 02 40 04 8A 01 0DBGE 03 FF FF FF F®000

; Create Binary File: ID=4005, SIZE=0190, with SAC
00 EO 00 00 182 16 80 02 01 90 82 01 01 83 02 40 05 8A 01 0DBGE 03 FF FF FF 0®000

: Create LF File: ID=4006, MRL=005C, NOR=0A, witih\S
00 EO 00 00 1%2 17 82 05 02 41 00 5C 0A 83 02 40 06 8A 01 0DBGF 03 FF FF 02 03 (8000

; Create LF FILE: ID=4007, MRL=0024, NOR=0A, witth&
00 EO 00 00 12 17 82 05 02 41 00 24 OA 83 02 40 07 8A 01 ODBEF 03 FF FF 01 03 G8000

; DF 4000 is complete

; Go back to MF, expect SW1SW?2 to be 61nn
00 A4 00 00 0@61XX)
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: Create next DF: 4100, SE file=4103, with SAC &#«E

00 E0O 00 00 482 41 82 01 388302410084 1041 0000 00 00 00 00 00 00 00 00 00 8A 01 01 8C 07
7D 02 02 02 FF FF 02 AB 16 86 02 22 F2 97 00 82210 0B 9E 01 01 A4 06 83 01 81 95 01 08 8D 0D31
(9000

; Create PIN FILE EF1 4101: MRL=12h NOR=1, SFI=1
00 EO 00 00 1H52 19 82 05 0C 01 00 12 01 83 02 41 01 88 01 0OBA1 8C 06 6B FF FF FF FF F$000

; Initialize PINs to EF1
: PIN 1: 4 retries left, 4 max retries, PIN = 112244 55 66 77 88 99 AA BB CC DD EE FF 00
00 E2 00 00 181 44 11 22 33 44 55 66 77 88 99 AA BB CC DD EEOBF9000

; Create KEY FILE EF2 4102, MRL=16, NOR=6, SFI=2
00 EO 00 00 1®2 1A 82 05 0C 41 00 16 06 83 02 41 02 88 01 0D8BA1 8C 07 6F FF FF FF 02 FF 000

; Initialize KEY RECORDS TO EF2

; All keys are initially set to: 11 22 33 44 55 36 88 99 AA BB CC DD EE FF 00

; KEY 1, internal auth., usage counter=0x1234

00 DC 00 00 181 02 12 34 00 11 22 33 44 55 66 77 88 99 AA BBIITEE FF 009000
; KEY 2, internal auth., usage counter=0x0000

00 DC 00 02 182 02 00 00 00 11 22 33 44 55 66 77 88 99 AA BBIITEE FF 009000
; KEY 3, internal and external auth., usage courtet 234, retry counter=0x33 (3 tries)
00 DC 00 02 183 03 12 34 33 00 11 22 33 44 55 66 77 88 99 AABBDD EE FF 009000
; KEY 4, external auth., retry counter=0xFF (untie)

00 DC 00 02 184 01 FF 00 11 22 33 44 55 66 77 88 99 AA BB CCHEDFF 009000

; KEY 5, internal auth., usage counter=0xFF00

00 DC 00 02 185 02 FF 00 00 11 22 33 44 55 66 77 88 99 AA BBIITEE FF 009000
; KEY 6, external auth., retry counter=0x88

00 DC 00 02 1486 01 88 00 11 22 33 44 55 66 77 88 99 AA BB CCHEDFF 009000

; Create SE FILE 4103, MRL=27, NOR=05, SFI=3
00 EO 00 00 1H52 19 82 05 0C 01 00 27 05 83 02 41 03 88 01 08BBA1 8C 06 6B FF FF FF FF F$000

; Initialize RECORD to SE

; SE#1: authenticate local key 3

00 DC 00 00 0EB0 01 01 A4 06 83 01 83 95 01 MO0
; SE#2: authenticate local key 4

00 DC 00 02 0BB0 01 02 A4 06 83 01 84 95 01 MO0
; SE#5; authenticate local key 86

00 DC 00 02 0BEB0 01 05 A4 06 84 01 86 95 01 MO0

; Create Transparent File 4104: size=0030, SFI=4
00 EO 00 00 162 1A 80 02 00 30 82 01 01 83 02 41 04 88 01 09BA1 8C 07 6F FF FF FF FF FF (D00

; Create Transparent File 4105, size=0064, SFI=5
00 EO 00 00 1H52 19 80 02 00 64 82 01 01 83 02 41 05 88 01 0BBA1 8C 06 6E FF FF FF FF (2000

: Go back to MF
00 A4 00 00 0461XX)

; Create DATA FILE 4305, SFI=5
00 EO 00 00 1H52 19 80 02 08 00 82 01 01 83 02 43 05 88 01 0BBA1 8C 06 6E FF FF FF 01 (2000

; Read 0x10 bytes, starting from offset 0000
00 BO 00 00 1000 00 00 00 00 00 00 00 00 00 00 00 00 00 CO@@OO

; Update binary at offset 0x00, 0x20 bytes
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00 D6 00 00 2011 22 33 44 55 66 77 88 99 AA BB CC DD EE FF 02133 44 55 66 77 88 99 AA BB CC DD EE
FF 00(9000

; Update binary at offset 0x0100, 9 bytes

00 D6 01 00 091 22 33 44 55 66 77 88 99000
00 D6 07 80 081 22 33 44 55 66 77 §9000
00 D6 07 F8 088 77 66 55 44 33 22 12000

; Read binary, check if the data written are cdrrec

00 BO 00 00 2011 22 33 44 55 66 77 88 99 AA BB CC DD EE FF 0®@2133 44 55 66 77 88 99 AA BB CC DD EE
FF 0C (9000

00 BO 01 00 0911 22 33 44 55 66 77 88 9®000

00 BO 07 F8 0888 77 66 55 44 33 22 119000

The resulting file system will look like this:

rE SFOO
|
[ | |
CF 4000 OF 4100 4305 Trarsparent
4002 BEFZ2 4101 EF1
] 4003 SE 4102 EFZ
004 ransparent 4103 5E
005 ransparerk 410 ransparerk
1 4006 LF 4105 wansparert
007 LF

More Examples:

Cyclic File behavior

; Creating a Cyclic File with file ID=EF09, MRL=0AJOR=03, R/W access allowed if SE#1 is satisfied
00 EO 00 00 152 10 83 02 EF 09 82 05 06 00 00 OA 03 8C 03 0813B000)
; If we write 3 records

0O0DCO0000A11111211112211 11211 9000)

00 DC 00 02 0A22 22 22 22 22 22 22 22 22 gF000)

00 DC 00 02 0A33 33 33 33 33 33 33 33 33 @R00)

: the T'record is the last record written

00 B2 00 00 0A33 33 33 33 33 33 33 33 33]33000)

; reading the next record will wrap to file forward
00B200020A411111111211111211 11]X9000)

; reading the previous record will wrap the filecha

00 B2 00 03 0433 33 33 33 33 33 33 33 33]33000)
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00 B2 00 03 0422 22 22 22 22 22 22 22 22]22000)

Linear Variable behavior

; Create LV EFOA, MRL=10, NOR=01, R/W access alldvifeSE#1 is satisfied

00 EO 00 00 152 10 83 02 EF OA 82 05 04 00 00 OA 01 8c 03 083B@®©000)

; Write and read the record

00 DC 00 00 0AAA AA AA AA AA AA AA AA AA AA  (9000)

00 B2 00 00 OAAA AA AA AA AA AA AA AA AA AA 1(9000)

; Write again

00 DC 00 00 031 22 339000)

; Read back the whole record. Unlike LF file, theole record is erased first before writing 11 22 33
00 B2 00 00 0A11 22 33 00 00 00 00 00 00]a8000)

More Examples:

Perform Security Operations

; First we need to create a 128-byte private arddipliey pair, they must be big enough to storefittles defined in section 3.3.4
: Create PUB EF, ID=BBBB, size=0200

00 EO 00 00 162 15 83 02 BB BB 82 01 09 80 02 02 00 8C 08 7F FFFFFFFF FF FF9000)

: Create a PRIVATE EF, ID=CCCC, size=0290

00 EO 00 00 162 1583 02 CC CC 82 01 09 80 02 02 90 8C 08 7F FHHHAH-F FF FF9000)
; To generate RSA key pair, build MSE with 2 DST's

00 22 01 B6 0A80 01 10 81 02 BB BB 95 01 §9000)

00 22 01 B6 0A80 01 10 81 02 CC CC 95 01 ¢1D00)

; Generate RSA key pair with len=8, and e = 000000000003

00 46 80 00 098 03 00 00 00 00 00 00 (AO00)

; Now RSA sign and verify sign

; Clear the MSE string

00 a4 00 00 03F FF(61xx)

; Set up a DST that can sign

00 22 01 B6 0/95 01 FF 81 02 BB BB 80 01 10000)

; Now sign 20 bytes, expect a 128 byte result

00 2A 9E 9A 1445 D3 0D 01 73 E9 96 F2 OF 63 C1 C4 F4 CF 80 A5 62553(6180)
00 CO 0000 8QYY YY YY YY ... YY YY ] (9000)

; Now verify the signature, check if the resulttie same as our original data

00 2A 90 9E 8OYY YY YY....YY YY (6114)

00 CO 00 00 1445 D3 0D 01 73 E9 96 F2 OF 63 C1 C4 F4 CF 80 A5 62553 (9000)
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7/ GENERAL STATUS CODE

SW1 SW2 Listing

9000 Command OK

61nn Command OK, issue GET RESPONSE with P3=mett®ve data

6EO00 Invalid CLA

6D00 Invalid INS, or unsupported INS

6700 Wrong P3

6982 Security condition not satisfied

6884 Wrong MAC is submitted In Secure Messaging

6985 MAC Computation error in Secure Messaging (Ramnumber or Session Key not
ready)
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